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1. INTRODUCTION

1.1 GENERAL

This document produced under the OSIRIS project (Contract number 033475) constitutes the
Revision A of the deliverable number 5200.

It reports on the activities and results of Work Package (WP5200) — Wireless Smart Imaging
Sensors.

The WP5200 objective is to develop a wireless smart imaging sensor system in order to

bring image/video information into the OSIRIS architecture.

1.2 DOCUMENT STRUCTURE

This paragraph gives an overview of the document structure and the relationship between
the different chapters.

Chapter 2 describes the Scope of Work for WP5200 and its relationship with other Work
Packages within OSIRIS. It also presents the process, contributors to achieve the stated ob-
jectives for WP5200

Chapter 3 describes the topics addressed by the design of a wireless imaging sensor.
Chapter 4 describes the current state of the art in wireless imaging sensors, actual products,
in development systems. This chapter is the technical report R5211.

Chapter 5 details the different technological components composing a wireless imaging sen-
sor. This chapter is the technical report R5212.

Chapter 6 carries out the design of a wireless smart imaging sensor. It is technical report
R5213.

Chapter 7 deals with the integration of a wireless imaging sensor in a wireless sensor net-
work. It is composed of technical reports R5221 and R5222.

Chapter 8 describes the customisation work done for the manufacturing of a wireless smart
imaging system for the OSIRIS live experiment. It is made of the Definition document
(R5321) and Realisation Document (R5232).

Chapter 9 summarises the document and concludes on the lessons identified while perform-
ing the WP 5200 work.

In the appendixes the following information will be found:
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- Appendix A lists the references used in this document.
- Appendix B is the Verification Test Document (R5233)

- Appendix C details the Smart Imaging Sensor (R5234)

- Appendix D is the Interface Control Document (R5241)

1.3 GLOSSARY OF TERMS AND ABBREVIATIONS

1.3.1 ABBREVIATIONS

Term Meaning

ABR Associativity-Based Long-Lived Routing
AES Advanced Encryption Standard

AODV Ad hoc On-Demand Distance Vector routing
AP Access Point

API Application Programming Interface

CCD Charge-Coupled Device

CCMP Counter-mode/CBC-Mac Protocol

CGSR Clusterhead Gateway Switch Routing
CMOS Complementary Metal Oxide Semiconductor
COTS Customer On The Shelf

EAP-TLS Extensible Authentication Protocol — Transport Layer Security
FoVv Field of View

Fps Frame per second

GNSS Global Navigation Satellite System

GPS Global Positioning System

IP Ingress Protection

IP Internet Protocol

IR Infra-Red

MAC Medium Access Control

MANET Mobile Ad-hoc Networks

Mbits/s Megabits per second

MTBF Mean Time Between Failures

OGC Open Geospatial Consortium

OLSR Optimized Link State Routing protocol
OSIRIS Open architecture for Smart and Interoperable networks In Risk man-

agement based on In-situ Sensors
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PTZ Pan/Tilt/Zoom

QoS Quality of Service

RC4 Rivest Cypher 4

Rol Region of Interest

RSSI Receive Signal Strength Indicator

RTP Real-Time Protocol

RTSP Real-Time Streaming Protocol

SAS Sensor Alert Service

SOS Sensor Observation Service

SPS Sensor Planning Service

SSID Service Set IDentifier

S-WiFi Secured WiFi

S-WiMAX Secured WiMAX

TKIP Temporal Key Integrity Protocol

UDP User Datagram Protocol

WEP Wired Equivalent Privacy

WiFi Abbreviation for IEEE 802.11a/b/g/n
WIMAX Worldwide Interoperability for Microwave Access
WPA WiFi Protected Access

WPA2 WiFi Protected Access (2™ generation)
WSIS Wireless Smart Imaging Sensor

WSN Wireless Sensor Network

1.3.2 TERMS

Term Meaning

Autonomous Self powered, network self-organising

Ability for an imaging device to detect an unusual object in a scene. The
Object detection |term object is use here as a generic term for objects, human beings or

any visible phenomenon.
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1.4 APPLICABLE DOCUMENTS

Document Title

Core Contract
OSIRIS Contract 033475 o
Annex 1 of the Contract, also called Description of work (DoW)

D2100 End user requirements

D2300 State of the art Technology analysis
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2. ScopPE oF WP5200: WIRELESS SMART IMAGING SENSORS

2.1 Scopre oF WP5200

WP5200 focuses on terrestrial imaging sensors for environmental monitoring. The first objec-
tive is to analyse the state of the art in wireless imaging sensors. This analysis will be used
for designing a wireless smart imaging sensor based on customisation of existing compo-

nents and fulfilling the user needs at the best.

The wireless imaging sensor realised for WP5200 is supposed to be adjustable, which
means that it could be used in various situations where visual information is needed. The de-
vice definition resulting of WP5200 will be used in the Forest Fire live experiment that will

take place in South East of France in Spring 2009.

2.2 WP5200 RELATIONSHIP WITH OTHER WP

WP2100 End-Users Requirements defines a need for integrating a video camera in a forest-
fire scenario. This is an input for WP 5200 Wireless Smart Imaging Sensors.

A second input for this WP is the Forest Fire scenario definition coming from WP2400 which
brings information about how this sensor will be used during the Forest Fire live experiment.
A third input is the WP6000 Sensor Web Architecture which details how this sensor should
be integrated into the OSIRIS architecture.

The output of this WorkPackage is a wireless smart imaging sensor, which will be integrated

into the full Forest Fire live experiment in the WP7000 Experimental Validation.
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WP 7000
WP 2100 . .
Experimental Vali-
End-User dation
Requirements WP 5000
Stand Alone Sensors
WP 2400 pyEp— WP 7320
Scenario N Wil . > Forest Fire
ireless Smart -
Definition . French Civil
Imaaing Sensor Protection
WP 6000
Sensor Web '
Architecture ¢
WP 8000

Dissemination

Figure 1 Relationship with other WorkPackages

2.3 PROCESS OVERVIEW AND WORK SCHEDULE

The work is the result of the collaboration of two partners, the distribution of the work was de-

fined according to the DoW, according to the following table.

Contributions TCF wWwu
Initialisation of the document — Coordi- X

nation

Chapter 3 topics addressed by wireless X

smart imaging sensors

Chapter 4 State of the art X

Chapter 5 Technological components
5.1 image acquisition X
5.2 Digital video formats X
5.3 Protocols for digital video trans- X
mission

5.4 Image processing

5.5 On board computational capabilities
5.6 cooperation with other sensors

5.7 position

X X X X X

5.8 Eligible Wireless technologies
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5.9 Energy X

5.10 Resource utilisation strategeies X

Chapter 6 Design of Imaging sensors X

Chapter 7 wireless Imaging sensor net- X

works

7.1 Quality of service X

7.2 Homogeneous sensor networks X

7.3 Heterogeneous sensor networks X

7.4 Routing in sensor networks X

Chapter 8 Customisation X

The works started at t0+6. A high interactivity with the end-users was established in order to

answer to operational questions.
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3. TOPICS ADDRESSED BY WIRELESS SMART IMAGING SENSORS

One of the major objectives of the OSIRIS project is to facilitate user access to multi-domain
information.

The development of Wireless Imaging Sensors is thus considered. The introduction of visual
information in the OSIRIS architecture is a good illustration of OSIRIS versatility and wide

capabilities.

Designing a Wireless Imaging Sensor raises some questions: the amount of data to transmit
over a wireless link reaches today’s affordable hardware limits in terms of transmission and

energy consumption. Indeed, the main issues of such a system are linked to:

Visual processing

Image acquisition

Event detection

Bandwidth management
Transmission over a sufficient range
Quality of Service

Energy efficiency

Lifetime optimisation

Theses topics mainly address network and energy issues. Both can be seen as resources:
the energy is shared inside a node between the different components (image acquisition,
processing, wireless interface, ...). The bandwidth is shared between the nodes of a sensor
network. The impact of network communication over energy consumption reinforces the de-
sign complexity of a Wireless Imaging Sensor. These issues conduct to the addition of
“smartness” in the Wireless Imaging Sensor in order to optimise the use of resources. The

design of a resource-aware Wireless Imaging Sensor will be treated in Chapter 6.

Some of the issues previously introduced are widely addressed in the development of Wire-
less Sensor Networks (Culler 2004). Wireless Sensors Networks (WSN) are networks of
autonomous low-power nodes. The nodes usually monitor spatially physical or environmental

conditions (e.g. temperature, vibrations, light intensity...). The nodes are typically linked
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through a self-organising network which aim is to transmit the data from the node to a base
station that can collect and analyse it. Another advantage of WSN is their ability to network
configuration and reconfiguration in case of node failure or signal interferences. The first ap-
plications of WSN were in the military domain but nowadays, WSN are used in commercial,
environmental and industrial applications as well, because of their easy and low-cost de-
ployment in rough environment. One of the characteristics of the WSN is the option to create
a network of heterogeneous nodes. For example, some nodes can be more powerful than
others (in order to transmit data to a base station on a long distance for example) or can
monitor different data. The option of heterogeneous nodes network is studied in Chapter 7
where the integration of an imaging node in a Wireless Sensor Network will be considered.
How to adapt some concepts of WSN in the realisation of a network of wireless imaging sen-

sors will be studied.

The Chapter 6 endeavours the design of a wireless imaging sensor fulfilling at best the
needs for an effective solution, on both sides: on the imaging potential and on the wireless

network integration.

The Chapter 8 will show the implementation of a wireless smart imaging sensor for the
OSIRIS Live Experiment, based on customisation of existing commercial components. This
device has to essentially demonstrate the OSIRIS capabilities and the possibility to integrate

image sensors and handle image data in the OSIRIS architecture.
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4. STATE OF THE ART IN WIRELESS SMART IMAGING SENSOR

This chapter makes an assessment of the current wireless imaging sensors and their com-
ponents. In a first part, existing wireless imaging systems are shown. This section first sum-
marises the present commercial wireless imaging devices and their limits. After that, sensors
under research and development are analysed. Finally some wireless imaging systems used

in environmental monitoring are described.

4.1 COMMERCIAL DEVICES

411 MiNI CAMERAS

Receiver Module Camera and Microphone

T

Figure 2 Spy camera system
(extracted from Pearl 2007)

Wireless cameras can be found on the Internet as spy devices or video embedded in model-
making (car or aircraft). The aim of this mini cameras is to transmit live analogue video to a
receiver module which can be connected to a video displaying or recording device (TV or
VCR). These cameras have usually a resolution of 300 x 200 which is enough to display
video on TV. Due to their simple structure, these cameras can be found on the internet at the
price of 100€ (Pearl 2007).

4.1.2 NETWORK CAMERAS

“A network camera can be described as a camera and computer combined into one unit. It
connects directly to the network as any other network device. A network camera has its own
IP address and built-in computing functions to handle network communication.” (Axis com-

munications 2006). The embedded server allow to stream video and audio over the Ethernet
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network. The video stream can be watched in a web browser; the internal web server of the

IP camera generates a specific page.

Outset designed for security surveillance, some IP cameras have the capability to extend
their field of view with Pan/Tilt/Zoom (PTZ) functionalities. (Axis 213, Sony SNC RZ25N ,
Sony SNC R50N). The PTZ functionalities can be controlled through the web interface of the

camera.

Since the development of wireless networking and the ratification of the 802.11 norm (Wi-Fi),
the first wireless network cameras appeared. The wireless network cameras support the Ad-
hoc mode and the Infrastructure mode of Wi-Fi, which make them autonomous components
of a network. IP cameras with a built-in wireless interface (Axis207W, Vivotek 1P6114,
Vivotek PZ6114, Trend-net TV-IP400W) have a great added value during deployment be-
cause only a power alimentation wire is required. Some wired IP cameras can be unwired
with an optional wireless interface by adding a wireless card in a PCMCIA or Compact Flash

slot. It is the case of IQeye300 Series from IQinVision and Sony PTZ Cameras.

Most of the network cameras previously described have a resolution of 640x480 pixels and
can stream at a 30 fps framerate. However some manufacturers design IP cameras with high
resolutions sensors: Axis upgrades its 207W model with a megapixel sensor (1280x1024) on
the 207MW model. 1QinVision produces high-definition IP cameras with image sensors defi-
nition up to 5 megapixels. On the other hand, high-resolution cameras acquire video at a

lower framerate (around 12 fps).

Thanks to their on-board processing capabilities these cameras perform motion detection
and can send alerts when a motion is detected. Some of these cameras can deal with events
management and capturing images or video after a specific event (motion detected, input
from another system) or on schedule. The video then can be send to the user over FTP, e-
mail and HTTP.

Because these IP cameras are commercial products, they are not very customisable prod-
ucts. Despite the fact that some products have high parametering options, most of the IP
cameras are legacy devices. Nevertheless, the Axis products have an Application Program-
ming Interface (API) that allows customisable software and embedded scripting to enhance

the functionalities of Axis cameras to fit the user needs.
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Video servers are devices converting analogue video into digital video data. Video servers
can be used in case there is need for a very specific camera such as Infra Red cameras or
thermal cameras that are most of the time analogical cameras. The Axis video server 242S

can perform exactly the same tasks that any axis camera with an analogue video source can.

Network cameras and video servers are Ethernet devices. They can be connected to Wire-
less routers in order to enable wireless capacities on these video devices.

The table below shows a list of current IP cameras and their specifications:

. v Q - Motion Detection &
Camera Image Size & E é PT .S % Events Manage- API App_rox
Framerate 5 B O Price
S g oN ments
Axis 207W 640x480 (30fps) [802.11g No No [Motion Detection Yes | 280€
Video Upload
Notification
Pre and Post alarm
buffer
Schedule recording
Axis 207TMW  [1280x1024 802.11g No No [Motion Detection Yes | 400€
(12fps) VVideo Upload
Notification
Pre and Post alarm
buffer
Schedule recording
Axis 213 704x576 (20fps) [No P: 26x |Motion Detection Yes | 1600€
IR capabilities 340° Image Upload
T: Notification
100° Pre and Post alarm
buffer ~ Schedule re-
cording
SonySNC- 640x480 (15fps) |Optional P: 18x [Motion detection No | 1650€
RZ25N 320x240 (30fps) [802.11b | 340°
T:
120°
Sony SNC-  |640x480 ( 30fps) |Optional P: 26x |Motion Detection No | 1800€
R50N 802.11b 340° |mage Up|oad
T: Notification
115° Pre and Post alarm
buffer
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¥

Motion Detection &
Events Manage- API
ments

Image Size &
Framerate

Approx

PT Price

Camera

Interface
Optical
Zoom

Wireless

IQ300Series  IQ301 :
1280x1024 (1.5
fps)

1Q302 :
1600x1200 (1.0
fps)

1Q303 :
2048x1536 (0.5
fps)

No

Z

0 |Motion Detection Yes | 940 €
Include/Exclude zones

® 0O
o
N2
o
.
o

IQ700Series  [IQ701 : No No No |Motion Detection No | 1000 €
1280x1024 (30 Include/Exclude zones

fps) 1100 €
1Q702 :
1600x1200 (20
fps)

1Q703 :
2048x1536 (12
fps)

1200 €

Trend-Net TV- |640x480 (10fps) [802.11g | P: |No |No No | 240€

IP400W 176x144 (30fps) 312°
T:115°

Vivotek 704x480 (15fps) [802.11g P: |10x |Motion detection No | 600 €
PZ6114 176x120 (30fps) 270° Schedule recording
T:

115°

Figure 3 summary of current network cameras

4.2 WIRELESS IMAGING SENSORS UNDER DEVELOPMENT

The IP cameras presented before are stand-alone video servers. As mentioned previously,
the customisation of network cameras is limited in particular in the field of resource man-
agement because they are not designed as an autonomous node of a sensor network.

To palliate commercial products’ gap in resource management and networking capabilities,
other systems are analysed below. Particular attention is put on the strategies for energy
management and network transmission optimisation.

Some systems are actually being designed in order to reduce the energy consumption and
the amount of data sent by performing more on-board processing in order to have a better

utilisation of the resources.
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4.2.1 PANOPTES

Panoptes (Feng 2005) is a video-based sensor networking architecture. It is developed by
the Portland State University, Portland, Oregon, USA. It is based on a Crossbow Stargate
platform on which an USB-based video camera (Logitech QuickCam Pro3000) and an
802.11 based networking card is plugged. The system runs the Linux 2.4.19 operating Sys-
tem kernel. The Panoptes system delivers 14 fps at 640x480 pixels using video compression
and about 25 fps at lower resolutions. This system consumes in the order of 5 Watts of
power; the camera requires approximately 1.5 Watts of power to operate and the 802.11
wireless networking about 1.7 Watts of power. This system focuses on streaming and priori-

tisation mechanism in order to survive long-periods of disconnected operations.

4.2.2 MEERKATS

Meerkats (Margi 2006 & Boice 2005) is a wireless network of battery-operated camera
nodes. It is developed by the Department of Computer Engineering of the University of Cali-
fornia Santa Cruz, USA. The Meerkats is composed of a Crossbow Stargate, an 802.11
PCMCIA wireless card and a USB Logitech QuickCam Pro 4000. The operating system is
Linux kernel 2.4.19.

Energy saving strategies used are various such as periodically turning on the radio in order
to listen and send messages or turning on and off camera acquisition to check if an object
enters the FOV of the camera. Though, by turning the camera off, the system must try to

minimise the probability of misdetection by choosing an appropriate time of sleep.

4.2.3 SENSEYE

SensEye (Kulkarni 2005) is a multi-tier camera sensor network developed by the department
of Computer Science of the University of Massachusetts, USA. The SensEye system rec-
ommends an architecture combining several sensor networks in order to maximise efficiency
in event detection while reducing energy consumption of the overall system.

The idea is to deploy a multi-modal group of sensors. A first low-power and low-functionality
sensor network is expected to detect simple events. Assuming an event is confirmed, the
low-capability network wakes-up a sensor network with better functionality, which makes an

assessment of the situation. The second network of sensor wakes up another sensor net-
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work with high-fidelity but with high-power requirements. The last sensor network can for ex-
ample stream video of the area where the event has been detected.

Mixing various sensors (low-cost, low-functionality sensors with high-cost, high functionality
sensors) can be an option to provide an interesting balance between cost, coverage and

functionality.

4.2.4 MESHEYE

MeshEye (Hengstler 2006) is a smart camera mote designed by the Department of Electrical

engineering of the Stanford University, California, USA.

This system is based on a mother board (Atmel AT91SAM7S) performing image processing
(for some adequate resolutions). The wireless link is carried out by a ZigBee interface
(250kbits/s in the 2.4GHz band). This link cannot support video streaming although highly

compressed image transmission is supported.

The concept is to use several imaging sensors with different characteristics in order to cap-
ture only the interesting objects in an image.

Left Kilopixs

STEP 1 e
Object Detection Resolution Camera
STEP 3: Reglon of interast Capture

Figure 4 MeshEye Hybrid-resolution vision system

(extracted from Hengstler 2006)

Two kilopixels imagers determine the object size and position (step 1-2) then a high-

resolution camera capture only the region of interest in its field of view (step 3). This system
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is designed for power saving during acquisition and processing, and for bandwidth diminution

while transmission.

425 WiFBot

A WifiBot (WifiBot 2007) is a device that can be used for many applications (Education / Re-
search / Surveillance / Military etc.). It is composed of mechanical elements for moving and
some electronic components such as a processing unit, a wireless interface, a camera and a
positioning sensor. A particularity of WifiBot is its ability to connect to wireless networks and
act as relay thanks to additional routing protocols (see 7.4 Routing in ad hoc wireless net-

works). The battery lifetime of a WifiBot is about two hours.

Figure 5 Picture of a WifiBot
(extracted from WifiBot 2007)

426 APTIS

The APTIS (Automated Panoramic Thermal Imaging Sensor) (Gutin 2006) system is devel-
oped by the SPIE (International Society for Optical Engineering). APTIS aims at detecting
and tracking multiple targets with a thermal-infrared sensor. The optics used is a 360°field of
view system called ViperView. The system integrates a GPS receiver, an electronic compass
and a tilt sensor to provide the exact location and orientation of the camera. The APTIS sys-
tem can be mounted on a small tripod on the ground to have a local point of observation or

can be mounted on a ceiling in a reverse orientation to observe a room or a wider area.
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Figure 6 Picture of APTIS experimental prototype
(extracted from SPIE 2007)

This system is designed to operate as an intelligent node in an ad-hoc sensor network (Gutin
2006). Wireless communications are achieved with two separate interfaces: a low-power ra-
dio receiver and a Wi-Fi (802.11a) interface that can be switched off to save energy. When
video is needed, an order is sent by the operator over the low-power radio network and the
Wi-Fi interface wakes up to transmit video.

4.2.7 SUMMARY OF WIRELESS IMAGING SENSORS UNDER DEVELOPMENT
) 0 o . . Power
n
Prototype Image Size & 38 PT Motion Detection & Consump-
Framerate 5 Events Managements tion
==
panoptes | 840 nggo 141 go2.11 No No ~5W
Meerkats 640 x 480 : 802.11b No Motion Detection ~4W
Rol Caputring
Up to 640 x . . .
MeshEye 480 Still Im- ZigBee No Object Detection
ages
WifiBot 640 x 480 802.11¢g Yes No -
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Note that the SensEye project does not have any characteristics because it proposes an ar-

chitecture for video sensor network instead of a video sensor itself.

4.3 IN-SITU IMAGING SENSORS USED IN ENVIRONMENTAL /FIRE MONITORING

The D2300 (OSIRIS — State-of —the-Art and Technology Analysis) treated different aspects
of fire detection with sensors for fire detection (smoke detectors, temperature detectors etc.)
and remote sensing systems such as airborne and spaceborne sensors applied for fire de-
tection applications. Common fire or smoke detectors detects particles that are emitted while
a fire is burning. Drawbacks of such detectors are their limitations in range and lack of effi-
ciency in wide open spaces. Airborne and spaceborne systems are high technologies need-
ing some investment to be set up. Using images or video from in-situ allows to observe and
to detect fires in a longer range and in open spaces at a limited costs.

This section completes the fire detection state of the art by detailing some in-situ image

based systems.

431 FIREWXNET

The Fire Weather Network (FireWxNet) was co-developed by the Department of Forestry of
the University of Montana and the Department of Computer Science of the University of
Colorado (Hartung 2005).

It is a portable wireless monitoring system designed for forest fire. Assuming the fact that
seeing a fire is the only way to estimate its behaviour, this system uses video cameras to
monitor fires. This system also integrates several sets of wireless sensor networks to capture

weather and environmental data (temperature, relative humidity, anemometer).
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Directional Radios
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Sensor Hodes

% Solar Panels
Portable Satellite
Internet Connection -

-
Base Camp ) -

g J &

Figure 7 FireWxNet system overview
(extracted from Hartung 2005)
The communication part is composed of a base station having a satellite connection then
linked to the in-situ sensors (wireless sensors network, cameras) using a backhaul made
with 900MHz wireless radios and directional antennas. On the different nodes of the back-
haul, the cameras and the antennas are linked with wires to a basic Ethernet switch. The
wireless sensors networks are connected to the network using a board making an interface

between the wireless sensor network and the Ethernet switch.

Web
Cam o
Sensor Network Ethernet
Switch

| Backhaul

S

Figure 8 Block diagram of FireWxNet weather network

(extracted from Hartung 2005)

The sensor nodes are based on the Mica2 platform from Xbow. The communication in the
network was realized with radio operating at 900MHz. The frequencies between nodes and

backhaul have been adjusted in order to avoid interferences.

For the energy supply, solar panels are used in order to provide power to the cameras and to
the relay antennas. The weather nodes are powered using two AA batteries. The strategy to
save power in sensor nodes is to synchronise the nodes to ensure they all wake up in a

common interval of time while they collect and send data to a base station.

This system was deployed in 2005 in an uncontrolled environment in the Bitterroot National
Forest in Idaho, USA. The development cost are approximately 22 000 US$.
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4.3.2 FIRE AUTONOMOUS FOREST FIRE DETECTION

This system was developed by the Physics and Electronics Laboratory of Electro Optical
Systems, The Hague, Netherlands (Breejen 1998). The concept is to detect with a camera a
forest fire by observing smoke in the sky. This is performed by subtracting two images and
analysing the differences.

Figure 9 Difference between two images for forest fire detection

(extracted from Breejen 1998)

If there is a fire, the smoke is detected on the differential image and the coordinates of the
fire are calculated using image-processing algorithms.
In order to reduce the bandwidth consumption, the system sends alarm messages with the

coordinates of the fire. Images can be provided on request.

4.3.3 COMPUTER VISION BASED FIRE DETECTION SOFTWARE

The VisiFire project deals with the detection of fire with image processing software. vPlayer-
Fire is a video player detecting fire and smoke in videos (VisiFire 2007). It is developed by
the Signal and Image Processing Group at Bilkent University, in Turkey. This software can
detect fire and smoke within AVI files or direct video stream (See Figure 10 Example of
smoke detection in vPlayerFire).
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Figure 10 Example of smoke detection in vPlayerFire
(extracted from VisiFire 2007)

This software was developed using funding from the European Commission Framework 6
Research Programme. It is currently tested by Turkish Navy and the General Directorate of

Forestry in Turkey.
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5. TECHNOLOGICAL COMPONENTS

This section details the components of a wireless imaging sensor.

5.1 IMAGE ACQUISITION

5.1.1 VISIBLE LIGHT AND INFRARED
What we commonly call visible light are electromagnetic waves which wavelengths are
bounded by 400 to 700 nm. Traditional imaging sensors have filters to capture only wave-

lengths visible the by human eye.

Wavelength (L) in meters

107 10°® 10°¢ 10 1072
| | | { | |
X rays Ultraviolet Infrared Microwaves
| ! | I ! |
1018 1016 1014 10‘2 1010
Visible

400 nm 500 nm 600 nm 700 nm

Figure 11 Electromagnetic spectrum and visible light
(extracted from Axis Communications 2006)

Infrared (IR) radiation are electromagnetic waves with wavelength between 700 nm and
1mm. Infrared radiation is linked to heat because objects emit IR radiations proportional to 4"
power of their temperature.

CCD and CMOS sensors can perceive IR radiation. This characteristic is often used for night
vision when objects are not visible due to insufficient visible light. IR radiation is also used to
remotely measure object temperature.

But for specific thermal need, specific sensors exist such as microbolometer (see next sec-

tions for more details).
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Most of the devices introduced in the state of the art capture visible light. When applicable,
IR capabilities can be useful for enhanced sensing. For instance, the APTIS system (Gutin
2006) performs detection of warm moving objects thanks to an un-cooled infrared imaging

Sensor.

5.1.2 IMAGING SENSORS

Basics

The imaging sensor is an important part of a wireless imaging sensor. The ability of detecting
the relevant information is highly linked to its characteristics and performances. Different
types of imaging sensors are available: CCD (Charge-Coupled Device) and CMOS (Com-
plementary Metal Oxide Semiconductor) imaging sensors. Developed in 1975, CCD is at
present time the most widespread imaging sensor technology. The CMOS technology ap-
peared in the 1990's, at the outset limited to low-quality applications, the CMOS technology
improves rapidly. Nowadays, it is reaching the same capacities as the CCD technology. In
our case, the technology is not the most important but the type of information collected. In-
deed, these sensors are both sensitive to wavelengths other than the visible light spectrum.
CCD and CMOS chips can detect infrared (IR) wavelengths. A filter ican be placed over the
chip to eliminate the undesirable wavelengths. As a consequence, different types of images
can be collected.

The imaging sensors are available in various sizes. Usually, the size expresses the diagonal

length of the sensor in inches. The common sizes are 2/37, 1/2”, 1/3" and 1/4".

Sensor size
/4", 1/3", 1/2", 2/3" Focal length

\"Wnde angle

Iris

Figure 12 Sensor Sizes and Focal Length

(extracted from Axis Communications 2006)
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Infrared Sensors
Nowadays, two types of infrared sensors exist for public applications. (OPGAL 2007)
Cryogenically cooled matrices, capturing wavelengths in the 3 um to 5 um spectral band and

uncooled matrices called microbolometers, functioning in the 8 um to 12 um spectral band.

Cooled thermal imagers

Advantages Disadvantages
- Better spatial resolution - Higher electrical consumption than
- Usually smaller than microbolometer uncooled matrices
at the same spatial resolution - Long cooling down time (few minutes)
- Good sensitivity - Limited MTBF (few thousand hours)
- Expensive

Uncooled thermal imagers

Advantages Disadvantages

- Good penetration through smoke, - Require short focal optics
dust, water vapour

- Provide video just after power on

- Low power consumption

- Good MTBF

- Less expensive than cooled sensors

5.1.3 IRrRis

An iris can be necessary to control the quantity of light impinging on the imaging sensor. This
iris is useful to have images without saturation. Another point is the fact that too much light
entering the sensor can cause damage on a long-time scale for the sensor in outdoor appli-

cations.

5.1.4 OFPTICS
Optical lenses are used for reducing and focusing the real image in the plane of the sensor
array. An imaging sensor has a given size and the image produced by the objective have to

fit it in order to acquire an image corresponding to the field of view needed.

The angle field of view of an imaging system is function of three parameters:

the dimensions of the imaging sensor,
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the focal length of the lens,

the kind and degree of distortion of the lens.

There are various type of lenses:

Normal lenses with an angle of view between 50%and 25°

Wide-angle lenses covering between 100°and 60°

Ultra wide-angle lenses (fisheye lenses) covering up to 180°and sometimes more with spe-
cific systems.

Telephoto lenses covering between 15°and 10°

Super telephoto lenses covering between 80°and les s than 1°

Normal lenses and wide-angle lenses will be described below.

Normal lenses
Normal lenses produce rectilinear images (non distorted). The size of the covered scene can

be deduced according to sensor size and focal length (Axis Communications 2006).

1/2" Sensor: h=6.4 mm

1/3" Sensor: h=4.8 mm
H = 1/4" Sensor: h=3.6 mm
f = Focal length

Figure 13 Covered scene according focal length and sensor size

(extracted from Axis Communications, 2006)

Wide-angle lenses
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Panoramic lenses allow extending the field of view of a camera without moving the camera.
There are several kinds of panoramic lenses. The most famous is the Fisheye. It has a very
short focal length and as a consequence a very large field of view (1809. Nevertheless, the

images produced are very distorted.

Using panoramic lenses for surveillance is a dilemma because most of the time the relevant
information are on the peripheral areas of the image and the peripheral areas of the image

are the most distorted.

Optical engineering lead to the development of new lenses and digital correction called
panomorph systems. Yet software is able to straighten the images in order to show a more

understandable image for human interpretation (ImmerVision 2007).

The ViperView system used in APTIS (Gutin 2006) provides a 360°field of view. The images
produced look like a “donut” and have to be corrected in order to have an “unwrapped” pano-
ramic image of the 360° field of view (See Figure 15 APTIS “donut” image (a) and un-

wrapped image (b)).

¢R 2R

—R

Obtained Picture Unwrapped Picture

Figure 14 Principle of the panoramic image unwrapping
(extracted from Gutin 2006)
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Figure 15 APTIS “donut” image (a) and unwrapped image (b)
(extracted from Gutin 2006)

Such panoramic lenses permit to avoid the use of motorized PTZ systems while covering a
large field of view.

5.1.5 ZOOMING

A zoom is an assembly of lenses with some moving parts that allow the system to vary its fo-
cal length. A zoom is often defined by its shortest and longest focal length. Zooming is a
good option to get more details in a scene. Most of the time zoom is a built-in feature of a

digital camera.

5.1.6 PATROLLING

Patrolling is another option to extend the field of view of a camera. It is often used for surveil-
lance with PTZ cameras or dome cameras. The use of motorised parts engenders new ef-
forts such as the remote control of the camera orientation. The energy consumed by chang-

ing camera orientation has to be taken into account as well.
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5.2 DIGITAL VIDEO FORMATS

The digital video format defines the structure of the captured video data. To transfer recorded
video data into a specific video format a so-called codec is used. The raw data (or pay load)
produced by the codec can be stored in different container formats. Such a container file is
able to contain several video, audio and text data streams. Codecs have often — but not nec-
essarily — the same name like the format they are generating. For example the “DivX” codec
produces videos in the “MPEG-4" format — the “Lame” audio codec creates data in the
“MP3"-format. Two data streams of these formats can be combined in one container file like
the Audio Video Interleave (AVI) or QuickTime Movie (MOV) format.

The video compression can be carried out with or without a loss of quality by lossy or loss-
less codecs respectively. The lossless compression allows the original recovery of the data.
But the compression ratio of lossless codecs is very small and thus the reduction of data
amount is limited. Examples for lossless codecs are HuffYUV or Lagarith.

For network video applications usually lossy compression methods are used to enhance the
bandwidth reduction (Axis Communications 2006). Those lossy video codecs and formats
will be considered in the following. To choose the right video format and codec for an appli-

cation several issues has to be taken into account:

Which compression ratio is needed?

The compression ratio is the quotient between the amount of the original data and the
amount of the encoded data (Strutz 2005). The compression ratio has to be regarded in re-
spect to the available network bandwidth and the available storage capacity for the videos.
Another dimension which characterises the compression grade of a codec is the bitrate in
bits per second (bps) (Strutz 2005).

Which image quality is required?

The quality of the encoded video data is affected by several parameters. It is e.g. influenced
by the video format structure itself, the used compression ratio but also by the implementa-
tion of the chosen video codec. A benchmarking of the image quality produced by a codec
can take place by means of objective computational methods on the one hand and by sub-
jective methods on the other hand (Strutz 2005).

What level of latency (total time for encoding and decoding) is acceptable?
The level of latency means the time delay which is needed to encode or decode the data. It

depends on several factors. More complex video formats with higher compression ratios
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usually lead to more complex algorithms and need more computational effort. Furthermore
the different codec implementations vary in their performance even if they produce the same
video format.

The acceptable level of latency depends on the application that should be realised. For ex-
ample video conferencing applications need very short time delays while for video archiving

applications longer time delays are acceptable.

52.1 MJIPEG

Motion JPEG (MJPEG) is a video codec which compresses every frame as a separate JPEG
image. In contrast to MPEG-compressed videos (see below) the quality is independent of the
movement in the images. All images have the same quality and because of the separate
compression of each individual image this format allows a frame-accurate cutting of videos
(Stepping 2004).

Due to its simplicity MJPEG is a widely used video encoding standard. The simple structure
provides a low latency for encoding and decoding of the video data. That is why this standard
can also be used for processing tasks like object tracking in a video. A disadvantage of
MJPEG is its low compression ratio in comparison to e.g. MPEG formats. This results in rela-

tively large volumes of encoded data (Axis Communications 2006).

522 MPEG

The Moving Picture Experts Group (MPEG) is a working group of ISO/IEC which develops
video and audio encoding standards as well as container formats. The basic principle of
MPEG codecs is to compare successive images. The first compressed image is used as a
reference or key frame. Only differing parts of the following images are sent. The receiver of
the video data is able to reconstruct all images with the help of the reference image and the
difference data (Axis Communications 2006). MPEG has the advantage of low data volumes
in conjunction with a relatively high image quality. But the high complexity in encoding and
decoding contributes to a higher latency.

The first standard was introduced in 1993 as MPEG-1. It aims at the real-time playback of
digital videos in CD-ROM applications with a resolution of 352x288 pixels and a bitrate of 1.5
Mbit/s (Strutz 2005).

Since 1996 the newer MPEG-2 standard exists which is suitable for videos with higher reso-
lution and better quality. MPEG-2 allows resolutions from 352x288 to 1920x1152 pixels. Digi-
tal television broadcasting, digital video archiving (DVD-Video) or High Definition TV (HDTV)
were intended to be the main applications for MPEG-2 (Strutz 2005).
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The MPEG-4 standard was published in 1999. The encoding efficiency was significantly im-
proved compared to MPEG-2. Stepping (2004) speaks of an average bitrate increase of
40%.

The newest video format was developed in cooperation with the International Telecommuni-
cation Union (ITU). The result was the Advanced Video Coding (AVC) standard which is pub-
lished by the ITU as H.264 and by the MPEG consortium as MPEG-4 (Part 10). This format
achieves an average bit rate increase of 35% in comparison to MPEG-4 (Part 2) (Stepping
2004).

5.2.3 H.261/3

With the original aim to transfer videos over ISDN lines the ITU published in 1990 the H.261
standard. It allows resolutions of 352x288 or 176x144 pixels. The bitrate has to be a multiple
of 64 kbit/s (Stepping 2004). The newer H.263 standard (published in 1996) improves the
quality and performance of H.261. Furthermore H.263 allows variable bitrates and supports
more resolution options. As mentioned above for the work on the successor of H.263 the ITU
cooperated with the MPEG consortium and designed the H.264 or MPEG-4 (Part 10) stan-
dard.

5.3 PROTOCOLS FOR DIGITAL VIDEO TRANSMISSION

For the transmission of network video e.g. the following protocols can be used: FTP, SMTP,
HTTP and RTP (Axis Communications 2006).

531 FTP

The most common way to transfer files over the internet is the File Transfer Protocol (FTP)
(IETF 1985). FTP allows the transmission of an arbitrary file and comprises mechanisms to
define its owner as well as access restrictions. Furthermore FTP supports commands e.g. to
delete, rename or to download one or multiple files. So this protocol can also be applied to
transfer images or videos from the camera or video server to an FTP server or an applica-
tion. FTP is independent of a specific platform and can be used to transfer data between
heterogeneous systems. It is based on the TCP/IP protocol (IETF 1981) and uses usually
port 21 (Comer 2002).

532 SMTP
The Send Mail Transfer Protocol (SMTP) (IETF 1982) is used to send e-mail. SMTP oper-
ates on the TCP/IP-port 25. To catch e-mails from a mail server other protocols like POP3

(IETF 1996) or IMAP (IETF 2003a) are applied. A network camera or video server can use its
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internal e-mail client to send images or videos as e-mail attachments. Another application in

this context could be to send alarm notifications over SMTP if e.g. a motion was detected.

533 HTTP
The interaction between a web-client (e.g. a browser) and a web-server happens by the
means of the Hypertext Transfer Protocol (HTTP) (IETF 1999). HTTP allows the client to re-
quest certain elements that are offered by the server. The server replies with an HTTP en-
coded response which includes besides the requested element additional information. It is
build upon the TCP/IP protocol stack and uses port 80.
HTTP is used to browse the web but it is also the most common way to transfer video data
over networks (Axis Communications 2006). The network camera or video server works as a
web-server and provides the video data to the user.
HTTP supports four basic operations (Comer 2002):
The GET operation allows the client to request a specific element from the server,
The HEAD operation can be applied to request status information for certain ele-
ments,
With the POST operation the client is able to send data to the server. The response
to the POST operation can depend on the content of this data,
The client can use the PUT operation to send data to the server which will replace ex-

isting elements.

5.34 RTP

The Real-Time Transport Protocol (RTP) (IETF 2003b) specifies a way for programs to man-
age real-time transmission of audio and video data over IP-based networks. RTP was de-
fined by the Audio-Video Transport Working Group (AVT WG) of the Internet Engineering
Task Force (IETF).

It is a packet-based protocol which usually operates on top of the User Datagram Protocol
(UDP) [RFC_768]. RTP is used in several areas; e.g. for Internet telephone calls or video-
conferencing. The advantage of the RTP is that the transmission of the data can be carried
out either to one single user (unicast method) or otherwise to multiple users (multicast
method). Multicast communication reduces the network traffic when many receivers want to
view the same video source. The video stream only needs to be sent once.

But RTP does not guarantee service quality. l.e. it does not support mechanisms for error
control or connection management. The management of data transmission is provided by the
Real-Time Control Protocol (RTCP) which is part of the RTP specification. RTCP provides
the following four functions (Stepping 2004):

feedback of service quality,
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identification of session participations,

monitoring of the required transfer rate,

session management.
While RTP allows the transmission of real-time data streams, the Real-Time Streaming Pro-
tocol (RTSP) (IETF 1998) allows a client to remotely control the streaming media server. The
RTSP can be understood as a network remote control and offers functions like play, stop and

SO on.

5.4 IMAGE PROCESSING

Image processing allows enhancing raw images from the camera. Basic image processing
algorithms for smart imaging sensors could be:

Background subtraction,

Motion detection,

Object detection,

Position detection of object in images with collaboration of positioning sensors.

The background subtraction algorithm consists in defining a reference scene and calculating
the difference between an image taken and the defined scene of reference. Background sub-
traction allows detecting new objects in a scene or their disappearance. Motion detection al-
lows to observe objects movements. It is based on comparison of a frame and one or more

of the previous frames.

For detecting specific objects more complex algorithms can be applied. For example, fire and
smoke detection can be performed with advanced image processing (Ugur 2005) (Ugur
2006). These algorithms are implemented in the VisiFire project which developed the vPlayer
software (VisiFire 2007).

5.5 ON-BOARD COMPUTATIONAL CAPABILITIES

As said previously, a network camera combines a camera and a computer. So, network
cameras can perform more functions than a basic imaging sensor; a short overview can be
seen in Figure 3 summary of current network cameras. For example, the Axis cameras em-

bed their own operating system. They are built with a processor running Linux. Besides, they
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have a broad range of built-in functions accessible through the camera webpage or via an
API. These functions are for example:

Set up of image and video capture parameters (size, format...),

Control PTZ capabilities of the camera,

Activate and set up motion detection,

Camera input and output management.

Most of the R&D systems introduced previously (Panoptes, Meerkats...) have specific fea-
tures which meet the need of integrating in a wireless sensor network. These features are
hosted on a processing unit. The processing capabilities are generally used for:

Image compressing and processing,

Network organisation transmission,

Power management.

Both Panoptes and Meerkats systems are built around a CrossBow’s Stargate platform. This
board is based on an Intel PXA255 processor (400 MHz) with 32MB of flash memory and
64MB of SDRAM. It has PCMCI and compact flash and can have more interfaces (Ethernet,
USB, RS232) when coupled with its daughter board. The operating system is an embedded
Linux system (kernel 2.4.19). This board can be powered through a 5V DC adaptor or with a
battery.

Due to the way it is built (i.e. assembling of various components), this kind of system, some-
times faces material limitations. For example, in the Panoptes system (Feng 2005), the cam-
era connected on the USB bus reaches the bus transfer limitation if it sends non compressed
640 x 480 data. The estimated frame rate would be 1 fps under this condition. By activating
USB camera embedded compression, the limit is then the CPU capabilities for processing
the data from the camera. Thus, at CPU maximum performances, the framerate can reach
14 fps.
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5.6 COOPERATION WITH OTHER SENSORS

Other sensors can be coupled to an imaging system in order to maximise its efficiency and
save energy. The event detected by a small sensor can for example command video re-
cording or image snapshots of the situation. The following sensors could be linked to a cam-
era for environmental or surveillance monitoring:

Motion detector,

Vibration sensor,

Acoustic sensor,

Smoke detector,

Contact sensor (door),

Light sensor,

Temperature sensor.

5.7 POSITION

As mentioned before, one of the characteristics of wireless sensor networks is their easy and
flexible deployment. But due to their simple deployment and possible redeployment, the posi-

tion of the sensor becomes important information to interpret the data.

Several means are available to locate wireless sensors. An absolute position can be defined
by adjoining a Global Navigation Satellite System (GNSS) receiver to the node. However, the
GNSS requires a certain amount of power and processing resources to operate.

Positioning sensors have been detailed in OSIRIS D2300. This section details GNSS and
non GNSS systems and other issues for imaging sensor positioning which aren’t detailed in
D2300.

57.1 GNSS POSITIONING

Global Navigation Satellite System (GNSS) composed of GPS (Global Positioning System)
and Galileo satellites provides an accuracy of a few meters according the fact that enough

satellites are in sight.
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The GNSS Receiver can transmit location according to several standard formats such as:
GPGGA : Global positioning system fixed data,
GPGLL : Geographic position- latitude/longitude,
GPGSA : GNSS DOP and active satellites,
GPGSV : GNSS satellites in view,
GPRMC : Recommended minimum specific GNSS data,

GPVTG : Course over ground and ground speed.

This standard defines how information must be formatted in order to be interpreted (Holux
2005). A GPS receiver cost around 70£.

57.2 GNSS-LESS POSITIONING

A relative position can be obtained without GPS receiver, just by sending messages to define
relative node positions. Analysing message signal strength or time-of-flight (response time)
gives information about the distance between two nodes. Positioning without GPS in wireless
ad-hoc sensor network can be achieved with localisation algorithms (Langendoen 2003).
Then anchor nodes with known positions allow estimating the locations of other nodes
thanks to algorithms. These algorithms should answer some characteristics to perfectly fit in
the world of wireless sensor networks such as being:

self-organising (i.e., do not depend on global infrastructure),

robust (i.e., be tolerant to node failures and range errors), and

energy efficient (i.e., require little computation and, especially, communication).

Localisation algorithms can be based on several approaches but they mainly follow the same
outline:

1. Determine the distances between unknown and anchor nodes,

2. Derive for each node a position from its anchor distances,

3. Refine the node positions using information about the range to, and positions of,

neighbouring nodes.
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57.3 OTHER ISSUES OF POSITIONING

Orientation

Both methods (GNSS or algorithms) answer the position need for positioning in wireless
sensor networks; the geographical position is adequate for scalar value sensors (tempera-
ture, pressure). However, for imaging sensors, if we consider only the nodes geographical
position, this information remains insufficient.

As imaging sensors capture data on remote objects, further information is needed to define
exactly where the data comes from. The acquisition field of a camera can be considered as a
pyramid or a cone. Thus, if the exact position of the objects is required, this pyramid must be
positioned in the 3D environment.

However the acquisition field of the APTIS (Gutin 2006) isn't really a cone (because of the
wide-angle catadioptric lens), the same issue is addressed. The APTIS system combines a
GPS receiver, an electronic compass and a tilt sensor. All the information provided by these

sensors allow translating pixel coordinate into an approximate location and direction.

Description of the sensor position
OGC (Open Geospatial Consortium) proposes a positioning system for imaging sensors in its
GeoVideo Service (OGC 2006 (a)). The field of view of the camera is described as a polygon

situated in space according to camera orientation and characteristics.

Extent at plus half angle
Intersection with ground

Source

S S \ .
View
— Direction

Direction

Three Pomt Polygon to Extent at minus half angle

{esoribe View Cons Five Point Polygen to Intersection with ground
describe View Cone -

describe View Cone

Figure 16 View cone description in GeoVideo Service from OGC
(extracted from OGC (a), 2006/02/15)

“The view cone shall be a three point or five point closed polygon. The first point shall be the
source location of the camera expressed in LAT LON decimal degrees. For a three point
polygon where the camera’s view cone does not intersect with the ground, the second and

third point should represent a point at the camera’s view extent with an angle equal to plus or
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minus half of the camera’s view angle from the viewing direction. All points shall be ex-
pressed in LAT LON decimal degrees.

If the camera’s view cone intersects with the ground, then the first point shall be the source
location of the camera expressed in LAT LON decimal degrees. The remaining five points
will describe the intersection of the view cone in LAT LON decimal degrees.” (OGC 2006 (b)
9.1.4. Position Data)

Some values have to be defined to describe at best the polygon such as: camera extent,
horizontal view angle, vertical view angle, viewing direction in case of mobile cameras, roll
and pitch of the camera, camera altitude. If these fields are not filled, default values will be

taken into account.

In Sensor Web Enablement of the OGC, a position model is defined in the Sensor Model
Language specification. (OGC 2006 (b) 9.1.4. Position Data). In SWE a sensor position is
defined by the PositionData class. A Position is defined at a given time and composed of a
Location (latitude, longitude, altitude or 3 coordinates) and an Orientation (3 angular coordi-
nates).

Assuming a mobile device streaming data, this kind of information (location and orientation)
and also other depending of intrinsic characteristics of the sensor such as field of view angle,

have to be integrated in the data stream to perfectly link observation and position.

Orientation

Location

Camera  coordinate

system

World coordinate system

Figure 17 Camera positioning in a 2D environment

Page 44 of 114

This document is the property of the FP6-OSIRIS Consortium and may not be copied or communicated without written consent.



OSIRIS-WP5200-DEL-0044

Wireless Smart Imaging Sensor

"
<@§“\ PUBLIC
OSIRIS

5.8 ELIGIBLE WIRELESS TECHNOLOGIES

The information delivery to the user is the most important aspect of every sensor. In our
case, the sensor is an autonomous wireless sensor. The information has to be routed from
the sensor to the user through a wireless network. Several technologies are conceivable,

each one having proper bandwidth, range and cost.

5.8.1 WIRELESS-FIDELITY (IEEE 802.11)

The OSIRIS D2300 provides details about the IEEE 802.11 norm. Technical details about

Wi-Fi technology can be found in this document.

The new revision (802.11n) is expected for the second semester of 2007 and will provide an
extended range and an improved data speed. The first tests speak about 100Mbits/s within
90 meters away from the access point. This new revision should be better adapted to video

streaming performances over wireless networks.

However using a dynamic routing protocol, a mesh network can be deployed and the range

can be extended with the addition of other clients in the network.

5.8.2 WIMax (IEEE 802.16)

Broadband communication consists in performing communication over a large area with suf-

ficient bandwidth to fulfil client needs.

The standard allowing such communications is called WiMax and is based on the IEEE
802.16 standard. The IEEE 802.16d specification (norm 802.16-2004) defines the compo-
nents of a WiMax system as fixed Base Station and fixed Subscribers Stations that forms to-
gether a cell in a Point-to-Multipoint structure. The Mesh topology is also addressed by
802.16d.

Typically, the base station uses omni-directional or directional antennas while the Subscriber
Station uses directional antennas.

WiMax communication can be used to realise a link between two locations. The use of direc-

tional antennas allows to link two points over several kilometres.

Page 45 of 114

This document is the property of the FP6-OSIRIS Consortium and may not be copied or communicated without written consent.



2,:“-\\ OSIRIS-WP5200-DEL-0044

& PUBLIC

OSIRIS Wireless Smart Imaging Sensor

Several features have been added to this standard in a new version such as the mobility of
Subscriber Stations (IEEE 802.16e -> norm 802.16e-2005) or are expected to be added in
future versions such as implementations of Relay Stations in order to limit the number of
Base Stations (IEEE802.16j).

Such devices are provided by companies like Trango or Tranzeo.

5.8.3 BLUETOOTH (IEEE 802.15.1)

Technical detail upon Bluetooth technology can be found in OSIRIS D2300.

5.8.4 ZiGBeE (IEEE 802.15.4)

OSIRIS D2300 provides information about ZigBee. The applications of ZigBee are typically
networks of nodes requiring low consumption and low data rates (250 kbits/s) such as build-

ing automation or industrial control.

5.8.5 SCATTERWEB
Details on ScatterWeb can be found in OSIRIS D2300.

Z-Wave Hod
AR RFIC Tags

SN Lo
& She

@ ____________________ 6;5 ___________ < ST

SCW Gateway

Zigkee Modes

Figure 18 ScatterWeb as universal backend for different network protocols
(extracted from ScatterWeb 2007)
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One of the interesting capabilities of ScatterWeb is the long communication of its technology
compared to others such as ZigBee or RFID. Furthermore, ScatterWeb can be used to com-

bine several subnets mixing various technologies.

586 UWB
Details on UWB are provided in D2300.

5.8.7 S-WIFI

The S-WiFi technology is a technology designed to overcome the limitations of standard WiFi
products (Thales Communications 2006 (a)). It is based on 802.11b/g standards and in-
cludes 2-6 GHz converter-amplifier which avoids interferences of the 2.45 GHz bandwidth
and increases drastically the range.

The S-WiFi technology provides secure wireless links with high data rate, extended range,
flexibility and easy deployment.

Figure 19 Example of a S-WiFi node

(extracted from Thales Communications 2006 (a))
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5.8.8 S-WIMax

Two versions of S-WiMAX are available. The first one is based on 802.16e WiMAX Mobile
standard (Thales Communications 2006 (b)). It allows full mobility of subscriber stations (SS)
around the base station (BS), the limit of differential speed between BS and SS being 120
km/h. The topology is PMP (Point-to-MultiPoint).

F\#"",

Figure 20 Base station and subscriber station S-WiMAX (802.16e version)

The second version (called SmartBone) is dedicated to fixed nodes, i.e. applications do not
require mobility. However, the system is compatible to nhomadic nodes. It adds several fea-
tures to current WiMAX functionalities in order to cover more needs such as range extension
by means of relay stations (RS) and enhanced security by implementing a frequency hopping
protocol. S-WiMax frequency band is between 2 and 6 GHz. For example S-WiMAX per-
formances are aggregate throughput of 20 Mb/s for a range of 5 km.
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Figure 21 Example of a S-WiMAX SmartBone system BS, RS and SS

5.8.9 S-BLUE

S-Blue is based on Bluetooth standard (IEEE 802.15.1) and aims at providing a high transfer
rate on short distances (500 m to 1 km) for sensor networks. Security is enhanced by using
frequency hopping. S-Blue can be set up either on ISM (Industrial, Scientific and Medical)
band at 2.45 GHz or on a dedicated band.

5.8.10 Sum-Up

Energy
Modulation data _ con-
Technology Max Range Frequency | Multihop
rate sump-
tion
Wi-Fi 54 — 6 Mbps
150-400 m
802.11¢ 2.4 GHz No 1w
6Mbps @ 400m
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Energy
Modulation data _ con-
Technology Max Range Frequency | Multihop
rate sump-
tion
Wi-Fi
300 Mbps
802.11n 2.4 & 5 GHz No
N 100 Mbps @ 90m
Non-ratified
802.11s
1-2 Mbps
Mesh Network - - Yes
Non-ratified
ZigBee
100 m 250 kbps 2.4 GHz Yes
802.15.4
Bluetooth 10 m (200 min
1 Mbps 2.4 GHz Yes 200 mw
class 100 mWw)
Scatterweb 1000 m 19 kbps 868 Mhz Yes 100 mW
uwB 3.1-10.6
-~ 15m 100 Mbps
Non-ratified GHz
S-WiFi 2 km (depends
on the antenna 108 Mbps 2-6GHz yes
gain)
S-WIMAX 5 km 20 Mbps 2-6GHz yes
S-Blue 800 m 3 Mbps 2.4 GHz

NB: The performances indicated here are measured in clear line of sight (no obstacles) be-

tween the two points. Performances in real conditions may be inferior.

5.9 ENERGY SUPPLY

5.9.1 BATTERY DIMENSIONING

As an autonomous node, a wireless imaging sensor has to be self-powered. The main option
IS to connect the device to a battery. The battery choice must take into account the system
power consumption and autonomy required.

The battery dimensioning is very important in order to match operational need.
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Dimensioning the battery is done by auditioning the power need and use time of the equip-
ments plugged. The table below show a theoretical calculus for battery capacity (note: the

figures are given as examples):

Equipment Moltage Power Time of utilisation |Energy need
consumption per day E=Pxt
P t
Equipment A 12V 20w 3h 60 Wh Ex=Pa X ta
Equipment B 12V 12w 6 h 72 Wh Eg=Pg X tg
Total 132 Wh  [Et=Ea + Ep
Battery Voltage
U 12V
Battery Capacity
needed

C=E{/U [11 Ah

Number of days be-

tween recharge
D 2 C'=Cxd 22 Ah

Discharge coefficient
A 50% C’=C'/a {44 Ah

In an outdoor use, increased battery lifetime can be improved by adjoining a solar panel to

recharge it.

Note:The discharge coefficient is a parameter arbitrary chosen in order to preserve the bat-

tery lifetime on a long-term basis.
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5.9.2 POWER GENERATORS
If more energy is needed than what can be battery-provided, an alternative power generator
can be coupled to the system. Solar panels can for example provide energy to the system or

recharge battery if needed.

Solar Panels

The table below shows a few examples of solar panels and their characteristics. (Conrad

2007).
Type SM 30/36 SM 45/36 AS 55 AS 120
Size 685 x 340 x 20 mm 640 x 530 x 20 mm 877 x 660 x 35 mm 1476 x 660 x 35 mm
P max 30 Wp 45 Wp 55 Wp 120 Wp
Voltage nom 17,3V 176V 169V 169V
Currentnom 1,74 A 255A 3,30A 7,1A
C Short-
Circuit 193 A 2,78 A 3,65A 7,7 A
no-load
voltage 20,8V 209V 21V 21V
Weight 2,7 kg 4,2 kg 7,5 kg 11,9 kg
Price 299,00 € 389,00 € 449,00 € 859,00 €

5.10 RESOURCE UTILISATION STRATEGIES

The main objective of managing resource utilisation is to optimise system lifetime by finding a
good compromise between energy consumption and effective operational capabilities. Sev-
eral strategies are conceivable. One is to define an intelligence level in order to reduce the
amount of data transmitted by the sensor and thus the energy consumed. Another is to opti-
mise networking communications in order to save energy. Cooperation with other sensors

can also be considered to maximise the system efficiency.

5.10.1 COMPRESSING
The first thing to do in order to save resources is to compress data for reducing the transmis-

sions. JPEG for image compression and MPEG4 for video streams.
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5.10.2 COOPERATION WITH OTHER SENSORS

Cooperation of low-powered sensors (sound, vibrations etc.) can be useful to trigger or
wake-up high-power sensor such as video sensors. For example a small movement detector
could be coupled with the camera and switches the camera on when a movement is de-

tected.

We can even consider collaboration between sensor networks. The SensEye project (Kul-
karni 2005) recommends the deployment of several separate sensors networks. Each sensor
networks has its own capabilities (from low-cost, low-functionality sensors to high-cost, high
functionality sensors). The most consuming nodes are in sleep mode and are waken up by

less consuming nodes. This tiered structure enhances the global efficiency and coverage.

Cooperation between imaging sensors and non-imaging sensors will be studied in section
7.3.2.

5.10.3 INTELLIGENCE LEVEL

Assuming the fact that one of the most energy consuming parts of a wireless imaging system
are the wireless networking transmissions (Culler 2004), a concept used to reduce transmis-
sions is to develop smartness in the node. By performing on-board processing, for instance,
the node would be able to transmit small notifications instead of continuous video streams.

(See Figure 22 Intelligence-added surveillance).
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Figure 22 Intelligence-added surveillance

(extracted from Hengstler 2006)

A balance has to be made to determine the more consuming part of the system. If performing
on-board processing (image processing, video processing) is more energy consuming than
transmitting the raw data and interpreting it at the user level; then it is worth to transmit raw

data, otherwise adding intelligence is a solution for energy savings.

The MeshEye (Hengstler 2006) system achieves object detection. Similarly to stereoscopic
vision, the MeshEye system performs object detection with two small (30x30 pixel) greyscale
imaging sensors by image processing upon the two images. A third colour image sensor

(640x480) captures only the region of interest defined by the result of the image processing.

The reduction of transmissions can be pushed a step further by sending event description in-
stead of images. In this case, the “smartness” of the system must be of a higher level. In-
deed, first, a powerful image (or video) processing must be applied to raw data in order to
geometrically detect and identify objects in the scene. Then, once objects are identified, the
system has to perceive and describe what happened with the object. After that, an event de-

scription can be sent.
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5.10.4 NETWORKING OPTIMISATION

Optimising communications is a key for resource management. If various wireless imaging
sensors have to communicate together, then synchronising the nodes of the network can re-
duce energy consumption.

If some nodes are in sleeping mode, synchronising the nodes will allow them to know when

other nodes are available or not for communication. This avoid useless transmissions.

We can even consider synchronising the nodes and putting them in sleeping mode all to-
gether. Then, they wake up all in the same time and start to acquire data, do processing and

send messages in a definite period of time before falling asleep again. (Boice 2005)

5.10.5 RESOURCE MANAGEMENT MODULE
Some wireless imaging devices are designed with a Resource Manager or a Power man-
agement module. This resource manager deals with all the energy-consuming parts of the
system (image acquisition, networking, processing) and optimises the activity of the node in
function of resources.
A resource manager can for example adapt energy consumption according to various sce-
narios. For example, for an idle period, the option is to maximise the system lifetime by put-
ting the system in sleep mode. But in a crisis scenario, the system is expected to give a high
level of information and the resource manager can set up the parameter in order to fulfil at
best the user needs regardless of energy consumption.
(Feng 2005) (Hengstler 2006)
The Meerkats system is built around a resource manager bordered by:
a visual processing module (detecting and characterising events in the camera field
of view),
an image acquisition scheduling (scheduling image acquisition to maximise event de-
tection while being energy efficient to prolong system lifetime),
a quality of service (QoS) routing module (performing discovery and maintenance of
the routes),

a network probing module (providing information to the QoS module).

“The Resource Manager (RM) receives information from all modules and makes system-wide
information management decisions. For instance, it decides when to activate a camera
based on information about actual- versus required miss rate and available power. More
specifically, in order to determine the optimal times at which to wake up the camera and take

shapshots, the RM considers input from nearby nodes. The RM integrates information from

Page 55 of 114

This document is the property of the FP6-OSIRIS Consortium and may not be copied or communicated without written consent.



_éq\\\ OSIRIS-WP5200-DEL-0044

& PUBLIC

OSIRIS Wireless Smart Imaging Sensor

the Image Acquisition Scheduling module (e.g., miss rate as a function of snapshots, optimal
shapshot times, etc.) with any other available information to task camera nodes that are most
likely to see the target next. The RM also accounts for power consumed by the various tasks
involved (e.g., processing sensing, communication). The RM also decides which data repre-
sentation level should be employed for visual data transmission given the available band-
width and power at a given node. Additionally, the RM advises QoS routing on which metric

to use when selecting routes.” (Boice 2005)

In the APTIS system, the resource management module organises resource management by
sorting out the node components by their energy consumption rate and importance in node
activity. The node is split in three groups: a first group composed of low consuming elements
(radio receiver, power management module and battery) which is always on; a second group
which is intermittently switched on containing the GPS receiver; and the last one gathering all
the “energy hungry” elements such as the imaging part, the network communication part etc
which are switched on only on request. This option allows the operator to remotely switch on
or off the most consuming elements and save energy. The power management module can
also switch off the most energy consuming group if no detection was reported for a deter-
mined period of time. This group will be switch on again by a wakeup message send to the
radio module (Gutin 2006).
A power management module can set up several profiles and applies in a dynamic way in
function of surrounding activity or operational deployment. For example, these profiles could
be:

Always Off: The system remains in sleeping mode until a message from the operator

wakes it up,

Periodic Observation: The system is in sleeping mode. After a pre-defined time, it

wakes up and observes. Then it goes back to sleeping mode for the pre-defined pe-

riod.

Environment dependent: At the beginning, the node performs periodic observations.

The sleeping time can be adjusted with surrounding activity. For example:

o if no moving scene has been observed since a long time, the node goes back
to sleep for a longer time,
o If it has detected activity; then it keeps observing until activity disappear. The
next sleeping period will be shorter than in the other case.
Always On: The observation prevails over node lifetime. The system sends data till

energy disappears.
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6. DESIGN OF A WIRELESS SMART IMAGING SENSOR

This chapter describes the trade-offs of a wireless smart imaging sensor. The following is-
sues will be taken into account:

best coverage (3609,

basic imaging functions,

good power management,

enhanced networking rules.

The trade-offs of the sensor itself is highly linked to the visual data needed by the end-user
and its utilisation in operational conditions. The type of data produced is derived from opera-
tional need. Then the sensor choice is made based on the function and the type of data

needed.
The network technology, architecture and topology is linked to the deployment. By deploy-
ment we mean how the sensor is put in an operational situation and is used. This will be

studied in chapter 9.

6.1 IMAGE ACQUISITION PART

6.1.1 IMAGING SENSOR

The user needs define the choice of the sensor. For a night or thermal vision need, an IR ca-
pable sensor will be used. Assuming this wireless imaging device should be multifunctional,
a visual imager is the option that will be chosen. CCD and CMOS sensors are both conceiv-

able.

6.1.2 OPTICS

The optical system is highly linked to the coverage. Aiming at maximum coverage (360°
around the node), two approaches can be considered: a basic camera coupled with a PTZ
system or a panomorh wide-angle lens. A panomorph lens is able to cover a larger zone at a
time than a PTZ system. However, assuming equal sensor size for both systems, the PTZ
system will have a better pixel resolution (because the image is not distorted) and do not
need image unwrapping software, in contrary to panomorph systems. Indeed, a panomorph
lens coupled with image correction software is a very specific system. Thus, a PTZ system

seems to be more appropriate.
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For current products, the ordinary sensor array resolution is 640 pixels by 480 pixels.

Since this system aims at various applications, including outdoor use, an iris has to be incor-

porated in order to control the quantity of light hitting the sensor.

6.2 PROCESSING UNIT AND SMARTNESS

The processing unit is connected to the imaging sensor and the wireless interface. It also
hosts the processing and smartness of the system. It contains the added value of a wireless
smart imaging sensor compared to a basic surveillance camera. This added value can be
expressed for example in terms of: power management rules, image processing algorithms,

networking profiles etc... The most relevant implementations will be described below.

6.2.1 COMPRESSION

Compression has to be supported in order to create files with reasonable size. JPEG com-
pression for images and MPEG 4 for video are efficient compression algorithms and can be

implemented.

6.2.2 IMAGE PROCESSING

Image processing is another task of the processing unit. Aiming at a multipurpose device, the
basic image processing functions are motion detection and object detection. These tasks

mainly involve comparison of frames.

6.2.3 EVENT MANAGEMENT

Events are mainly outputs from the image processing module. Indeed, if the image process-
ing module detects something (object, moving entity...), a signal or a message is generated
and transmitted to the event manager which creates a message storing relevant information
about the system configuration. Event messages can be for example composed of:

Date,

Camera location,

Camera orientation,
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Type of event if available.

This kind of short textual messages can for example alert an operator who decides if he/she

needs visual data to initiate an action or not.

Other alerts can be raised, such as information on system status: low battery,...

6.2.4 PowerR MANAGEMENT MODULE

The processing unit can host a power management module which aim is to apply energy
consumption rules in order to enhance system efficiency. Several approaches are plausible:
Maximising system lifetime by reducing overall energy consumption,
Acquiring as much data as possible while reducing system lifetime.

These types of rules have been developed in section 5.10.5.

Other functions can be developed by power management such as image acquisition schedul-

ing, which can for example acquire images periodically and send it to the base station.

Giving different priorities to events detected. For example events can be categorised and
transmitted in function of their type. A message relative to a motion detected could be trans-
mitted instantaneously while other messages could be stored temporarily in order to save
energy. Then, for example, having a set of 5 recorded messages the system can start trans-

mitting this set.

6.3 POSITIONING OF SENSOR

In a generic environment, the simplest positioning system is a GNSS receiver plugged to the
device. Although Wireless Smart Imaging Sensor (WSIS) could be a mobile or deployable
sensor, we assume the position of this kind of sensor doesn’t change frequently. GNSS can
be used for locating the WSIS. Due to the fact that GNSS has a relative high energy cost, the
positioning data could be for example retrieved only at the camera deployment or periodically

(and thus reducing the energy consumption).
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Beyond the fact that the sensor location can be quite easily defined, the object’s (repre-
sented in the image or video) position is also important. This information can be included in

the image file or video stream using metadata to describe camera field of view.

A
>

®\ Location Metadata: Date, Location, Orien-
tation, FoV

A
>

Figure 23 Sensor observation and positioning metadata

If this metadata are not totally exhaustive, it gives a good idea of where the observation was
made. This can be very useful in particular when data are stored and consulted a posteriori.

The location metadata is provided by the GNSS positioning. The orientation can be for ex-
ample provided by a compass sensor giving the angle between north and current camera
orientation. The field of view is an intrinsic characteristic of the camera. However, if the cam-
era has zoom capabilities, the FoV is variable. Therefore, the FoV data has to be taken back

from camera settings.

6.4 WIRELESS NETWORK

The choice of the wireless technology highly depends of the user need with regard to the de-
ployment of a wireless smart imaging sensor network. The scalability of the system has also
to be taken into account for this choice. In an optimal energy efficient approach, low consum-
ing radios are the best option because it can transmit over a wide range orders or control
messages. However this type of communication can not be applied for heavy data transfer
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like images or video due to bandwidth limitations. Another high bandwidth wireless interface
could be joined to the system and switched on only when transmitting images is needed.

The simplest choice is the choice of a unique interface fulfilling requirements for images and
video transmissions. This interface would support both kinds of information: control mes-

sages and images.

6.5 POWER SUPPLY

Designed as an autonomous node, a wireless smart imaging sensor is self powered. It
means that it can be deployed without being linked to an external energy source. For that

reason, it has to embed its own battery.

Estimated power consumption of elements of the system
PTZ Camera (mean): 16 W

Processing unit (mean): 5 W

Wireless interface (mean): 1 W

GNSS and Compass sensors (mean): 0.5 W

Battery choice

The choice of the battery depends on the lifetime required. Assuming a system lifetime of 8
hours. The capacity needed is:

Energy needed: (16 + 5+ 1 + 0.5) x 8 = 180 Wh

With a 12 V battery the minimum capacity required is: 180/ 12 = 15 Ah

NB: A higher capacity battery may enhance the system lifetime.

6.6 OUTDOOR ROBUSTNESS

The wireless imaging sensor system has to resist outdoor conditions and should be inte-
grated in a protective case.

Due to outdoor exposure, this case should provide a certain protection to inside material. The
Ingress Protection (IP) (IEC 2001) chosen is IP43 which means that the system should not

be affected by solid objects up to 1mm and is resistant to rain falls.

Page 61 of 114

This document is the property of the FP6-OSIRIS Consortium and may not be copied or communicated without written consent.



= OSIRIS-WP5200-DEL-0044
<@§“\ PUBLIC
SRS

Wireless Smart Imaging Sensor

¥

6.7 WIRELESS SMART IMAGING SENSOR MODULE GROUP

The figure below shows the different possible modules of a wireless imaging sensor.

|_|g ht Compression Image Event Manager
% Processing
% Pixel Array > ———> > +
_— > I U Battery
E |mage Ressource v

Manager - ———— -

—> llenp &ris

All

Positioning

metadata gen-

Pan Tilt Zoom Wireless inter-

>

Message
Writer / Reader

erator
controller

<

Compass sensor GNSS receiver

Figure 24 Wireless smart imaging sensor modules

6.8 COST ESTIMATION

A brief material cost estimation for the wireless imaging sensor introduced above.
PTZ Camera: 1000 €

GPS Receiver: 70 €
Compass Sensor: 70 €
Processing Unit Board: 200 €
Battery: 100 €
Wireless Board: 50 €
Protecting case: 80 €
Tripod: 50 €
It makes: 1620 €
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7. IMAGING SENSORS IN WIRELESS SENSOR NETWORKS

This chapter deals with the design of a wireless imaging sensor network. Due to the large
amount of data that have to be transmitted, wireless sensor networks in their current imple-
mentation (low-power nodes) is not fully suitable for image transmission.

A certain quality of service has also to be fulfilled, especially for live video streams. First, a
network of homogeneous imaging sensors will be considered. Several architectures will be
studied. Then, the integration of an imaging sensor in an existing sensor network will be con-
sidered. Transmissions and cooperation between imaging and non-imaging sensors will be
addressed. Finally, a section describes the routing protocols available for wireless ad hoc

networks.

7.1 QUALITY OF SERVICE

The wireless smart imaging sensor has to fulfil a quality of service.

First, the services provided by a wireless imaging sensor have to be defined:
Still images with a given resolution and format,
Video stream at given resolution, framerate, format and delay,

Tasking capabilities changing view of the camera (PTZ).

The quality of service will be measured on the basis of image resolution, format and for a
video stream, the metrics would be the video resolution, framerate, format and delay. These

criteria have to match with the user demands.

Some of these metrics depends on sensor characteristics (image resolution, format) others
depends on networks performance (delay, framerate)
The client has to formulate his expected Qo0S. Then a theoretical QoS is calculated. During

the transmission, the effective QoS can be measured.
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The delay can also be due to in-sensor processing, such as encoding for example.

Imaging sensor O 11
Client = _
REQUEST at t=0 > Progessing P
RESULTO' [« P
att= 11+ P+ T2 1
O'=P(O¢ 11)
Figure 25 Delay of in-sensor processing
Example:

The delay is the time between the client request date and the date he gets the result of the
request. The request reaches the imaging sensor after a certain time of flight ( 1). At this
date, the Imaging sensor takes an observation (O 11). To answer the client request, some
processing may be necessary. This processing may produce the data O’ which is the result
of the processing P over the data O 1;. This processing is done after the period . Then
the result is sent back to the client after the time of flight 1,. The client receives his result af-

ter the duration 11+ p+ T2

7.2 HOMOGENEOUS IMAGING SENSOR NETWORKS

7.2.1 NETWORK ARCHITECTURE

7.2.1.1POINT TO MULTI POINT

Client > — @

@} Imaging sensor \ )
—> Dataflow Imaging Sensor Network

Figure 26 Point to multipoint architecture
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The simplest strategy to retrieve data is to send it directly from sensor to client in a point to
point relationship. But using wireless communications, this strategy faces material perform-
ances limitations. Actually for wide deployment, the emitting power required to emit till the
client is too high and this will consume too much energy to be seriously credible. This is even
more decisive in the case of the wireless imaging sensors where large amount of data are
transmitted. Though, each node consumes energy only for its own transmissions. As a con-
sequence, the network lifetime isn’t affected by the “death” of a node. Both transmission
range and bandwidth are limitations. The scalability of such architecture depends on the

wireless technology used.

7.2.1.2MULTI-HOPPING
In order to save energy (which is a critical resource in wireless sensor networks), nodes have

to emit low energy consuming messages. This leads to sensors emitting on a short-range .

Short range emitting sensors are broadly used in wireless sensors networks.

Client

=71 Imaging sensor
——> Data flow \ j
Imaging Sensor Network

Figure 27 Multi-hopping architecture

In order to get back data to the client, each node plays the role of router and client (creating
a temporary point to point relationship). Assuming the distribution of nodes is dense enough,
messages can travel from one side of the network to the other just by hopping from one node
to another. For example if the node A sends a message to the client, it is sent to neighbour-
ing nodes which send it to hode B which can deliver it to client. This is called multi-hopping.

(also referred as mesh networking)..
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Client

Imaging sensor

——> Data flow

Figure 28 Number of messages relayed in a multi-hopping network

But when we consider multi-hopping on the energy consumption point of view, we can notice
that data flows grow when approaching the data sink: each node sends a message which is
repeated by its neighbours until arriving at the sink. For example, in the schema above, node
B sends 10 times more messages than node A. In this approach, considering all the nodes
are identical, the network lifetime is limited by node B lifetime. Since it is the only one able to
transmit data to client, if it fails, the network fails even if other nodes have enough battery to

continue to transmit data.

In case of multi-hopping transmissions in wireless imaging sensor networks, specific adapta-
tions may be considered in function of network topology (position of nodes). In this example,
we could consider to design node B with a bigger battery in order to fulfil network lifetime re-

quirements.

WSN are well-known for their resilience to node failure or network interference by reconfigur-
ing network in order to transmit data. Multi-hop networks have a higher scalability than other
architectures. Because WSN are designed as low communication networks, and are based
on low range transmissions, the extension of the network is facilitated. However, for large

networks, robust routing protocols are required to discover routes.
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7.2.1.3BACKHAUL

A backhaul solution is imaginable in order to observe a remote area. Like previously, a key
node can have extended capabilities. Here the node C, collects data from all surrounding
nodes and sends it to client. The node C is equipped with a more powerful wireless interface
(higher bandwidth, higher transmission range) than the other nodes.

Client Backhaul link
@} Imaging sensor
——> Data flow
Figure 29 Backhaul architecture
7.2.1.4AMIXED

Assuming that multi-hop communications are best fitted for short messages than big amount
of data. We can consider to transmit short messages (alert, supervision etc..) over a multi-
hop network while big data (images, video stream) can be transmitted over another wireless
interface more adapted to such communications. This interface must be used only when
needed because of its higher energy cost.

Client

@} Imaging sensor
——> Messages flows

’ Big Data flows

Imaging Sensor Network

Figure 30 Mixed architecture
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Small messages are transmitted through a low power multi-hopping wireless interface from
node to node till client. Big data transfers are carried out directly from the transmitting node

to the client. However this is performed at a higher energy cost but only for the emitting node.

7.2.2 COOPERATION IN THE NETWORK

7.2.2.1COVERAGE

Figure 31 Coverage collaboration for better observation

Using an imaging sensor network instead of a single fixed camera or a PTZ camera en-
hances surveillance capacities. The fact that an imaging sensor can miss objects because of
obstruction of the line of sight is an issue to address.

In fact, the multiplication of sensors increases the field of view and thus decreases the occur-
rences of miss-detections. Moreover, the redundancy of sensors and possible FoV overlap-
ping enhance situation understanding by giving different points of view. Better observation

help handling more complex situations and thus lowering false-detection alerts.

7.2.2.2PROCESSING

In-network processing is very important in imaging sensor networks. Because sending raw
streams isn’t of interest, performing a minimum in-sensor processing in order to filter non-

interesting phenomenon is necessary.

Therefore, collaborative distributed processing in wireless sensor networks can be of interest
especially because of bandwidth and energy constraints. A node having to process data in
order to answer a specific need could split the data and share the processing with its

neighbouring nodes. This could avoid totally wasting one nodes energy in big processing op-
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erations and thus extending the network lifetime. This also avoids sending large amount of
raw data stream over long distance. Performing in-network processing reduces overall com-

munication volume (Akyildiz 2006).

Nevertheless, some applications (e.g. merging information from various sources) need large
amount of processing or data storage capacities. Other processing like advanced image
processing (e.g. detecting fire presence in a video stream) can require high computation ca-
pabilities. This processing power may not be available on node itself or can be battery lim-

ited. Then a centralized processing device can be necessary.

Both strategies are possible, the architecture have to correspond to processing need.

7.3 HETEROGENEOUS NETWORKS HAVING AT LEAST ONE IMAGING SENSOR

7.3.1 NETWORK ARCHITECTURE

7.3.1.1SINGLE-TIER ARCHITECTURE

° @)
Client ®
o« 1o ¢ A«O( °
Z.1  Imaging sensor ‘O @)
® Scalar sensor @) @)

——> Messages flows

- ’ Big Data flows

Figure 32 Imaging sensor in multi-hop WSN
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Mixing wireless imaging sensors and low-power scalar sensors on a single tier organisation
at the same network level isn’'t reasonable. There is incompatibility between big data, low
bandwidth network, and energy constrained nodes. This amount of data can’t be transmitted
over a traditional WSN (low power nodes, multi-hop network) without losing its energy low-

consumption advantages.

Client g O% OK

®: . Imaging sensor
o Scalar sensor

——> Messages flows

’ Big Data flows

Figure 33 Imaging sensor and non-imaging sensors tier

As a consequence, integration of an imaging sensor should be realized by integrating the
WSN with adequate messages (short textual messages) and retrieve big data (im-

ages/video/streaming) by other means.

o @)
@)
o ® o
ot 4 = |
Client ® «.
@ Imaging sensor / ° i i o
@) 5
@) Scalar sensor @ °
—> Messages flows o @)

- ’ Big Data flows

Figure 34 Centralized architecture

To mix heterogeneous nodes, a centralised architecture can be considered in order to opti-

mise energy consumption and communications. Each message from a scalar node or an im-
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aging sensor node is sent to a central node having specific capacities and relaying mes-

sages to the appropriate node.

This central node can also act as a processing and storage unit for the overall network.

7.3.1.2MULTI-TIER ARCHITECTURE

A multi-tier organisation consists in mixing various types of sensors and attributes to each
class a specific task in the surveillance chain. A multi-tier approach is introduced in the Sen-
sEye network (Kulkarni 2005).

For example, in a multi-tier architecture for surveillance, detection, recognition and tracking,
tasks can be separated on three different tiers. In this example, the first tier could be com-
posed of low power scalar sensors detecting an event (e.g vibration or noise). Then this tier
wakes up the higher tier. This tier is composed of low fidelity fixed cameras. These cameras
perform object recognition. If an object is detected and identified, finally, the second tier
wakes up the highest tier. The highest tier is composed of high functionalities PTZ cameras

which aim is to track the object detected and send a video stream to user.

T Video stream

Tier 3 .

Tracking

wakeup

Tier 2 PY PY * /

Recognition o ® *

® ) *

wakeup
i 6]

Tier 1 ° ° @) ® ®
Detection © #

@) © @) © #

[6) @) @)
© scalar sensor @ Low fidelity imaging sensors . High functionalities

™ imaging sensor

Figure 35 Multi-tier architecture
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First, this kind of architecture presents an interesting compromise between system cost and
functionality. Moreover, on the energy consumption point of view, the efficiency is improved
by activated high-energy consuming nodes after validating the presence of feature of inter-

est.

Mixing various sensors (low-cost, low-functionality sensors with high-cost, high functionality
sensors) can be an option to provide an interesting balance between cost, coverage and

functionality.

7.3.2 COOPERATION IN THE NETWORK

7.3.2.1COVERAGE

®
© O ° ®
® ®
P— )
@) © Q.
®
®
° o o o
o
iy e ©
© o)

Figure 36 Heterogeneous nodes coverage cooperation

Low consuming nodes can for example improve coverage and detection by detecting simple
phenomena which are usually coupled with the target (sound, vibration, temperature etc.).
Then this scalar node can raise an alert and send a message (directly or indirectly) to the
corresponding imaging sensor which wakes up and adjust its sensing FoV in the direction of

the scalar node.

The sensor coverage management is detailed in OSIRIS Deliverable D3100 — Sensor man-

agement.
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7.4 ROUTING IN AD HOC WIRELESS NETWORKS

An ad hoc network consists of a set of mobile computing devices which communicate wire-
lessly via radio waves. Wireless transmissions are often limited in range due to technology
characteristics and material limits. Thus, communication in such networks is performed via
specialised routing protocols. These protocols shall enable the efficient establishment and
maintenance of routes between two nodes of the network so that data can be transmitted in
appropriate time. Here, a routing protocol is efficient if it enables communication with as less
failures as possible, thereby also minimizing energy consumption and achieving maximum
bandwidth utilisation.

The existing routing protocols can be divided into different categories. These are: proactive,
reactive, geographic, multicast and geocast protocols. While the proactive protocols try to
maintain the whole network topology at all times and determine routes inside the network be-
fore they are actually needed, the reactive protocols try to find a route between nodes only
when required. The latter approach is less memory consuming and also avoids the additional
communication costs for keeping the network topology up to date. Geographic routing proto-
cols perform routing based upon the geographical position of a data packet’s destination.
Mauve, Widmer & Hartenstein (2001) provide an overview of different geographic routing
protocols. Multicast protocols allow transmission of data to more than one destination simul-
taneously, an overview of multicast routing protocols for mobile ad hoc wireless networks is
presented in Cordeiro, Gossain & Agrawal (2003). Finally, geocast routing means the trans-
mission of data not only to one geographic location but to all nhodes contained in a geo-

graphical region. Maihéfer (2004) provides a survey on geocast routing protocols.

In the following, we will provide an overview of basic and advanced proactive / reactive rout-

ing protocols, because they provide the basis for most of the other protocols.

7.4.1 PROACTIVE ROUTING PROTOCOLS

Consistent and up to date routing information for all nodes forms the basis of proactive rout-
ing protocols. Each node stores the routes to every other node in the network in one or more
routing tables. Thus, data can be transmitted at every time without having to determine a
suitable route beforehand. Changes of the network topology are broadcasted in the whole
network. The existing protocols are different in the amount of required routing tables and in

the way they handle network changes.
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7.4.1.1 DESTINATION-SEQUENCED DISTANCE-VECTOR ROUTING (DSDV)
In the DSDV (Perkins & Bhagwat 1994), each node in the network has one table which con-

tains the IDs of all other nodes, the next node on the shortest path to a destination node and
the hops (number of segments of the shortest path) required for reaching that node.

The routing tables are kept up to date via regular broadcasts. To keep the amount of traffic
introduced by these broadcasts as low as possible, DSDV uses two different kinds of broad-
casts: the full dump and the incremental package. While the former contains the complete in-
formation contained in the routing table of a sensor, the latter only provides information about
the changes since the last full dump. Obviously, a full dump leads to much higher network
utilisation. However, making use of incremental packages is only reasonable in networks with
minor node mobility.

DSDV uses sequence numbers to avoid loops in the routing process and to indicate whether
a link between nodes is broken. Route information with a higher sequence number is consid-
ered to be more recent than those with lower numbers. Thus, during an update of the routing
table with new routing information, routes with higher numbers are preferable and will most
probably replace those with smaller ones. If the numbers are equal, the route with fewer

hops will be chosen.

7.4.1.2 CLUSTERHEAD GATEWAY SWITCH ROUTING (CGSR)
CGSR (Chiang et al. 1997) is used in multihop networks and based upon DSDV. But while all

nodes in a DSDV based network have equal rights and duties when routing information,
CGSR applies a cluster-head-to-gateway schema on all nodes of the network. Here, the
network is divided into clusters. Each cluster has one clusterhead which communicates with
other clusterheads via gateways, i.e. nodes that are within communication range of two or

more clusterheads.
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The clusterheads are determined by a special algorithm. Continuously changing cluster-
heads — e.g. due to mobility of nodes — would be a problem as the nodes would spend more
time on determining new clusterheads than on actually transmitting data. Therefore, the
Least Cluster Change (LCC) algorithm is applied. This algorithm ensures that clusterheads
only change if two clusterheads would come in contact of each other or if a node would leave
the area covered by the existing clusters.

The communication between two nodes is performed through a path of clusterheads. A node
sends data only to its clusterhead which then forwards the data via the shortest path of clus-
terheads to the destination.

CGSR requires each node to store two tables. On the one hand, the cluster member table
which contains the clusterhead for each node in the network has to be stored. This table is
kept up to date via periodic broadcasts, like in DSDV. On the other hand, a routing table con-
taining the next node on the shortest path to each destination node has to be maintained.
The cluster member table provides the next clusterhead on the way to the destination and
the routing table provides the gateway which has to be used to communicate with that clus-

terhead.

7.4.2 REACTIVE ROUTING PROTOCOLS

In contrast to the proactive routing protocols, the protocols described in this section discover
and establish routes on demand. A node which wants to send data initiates a route discovery
process. As soon as one or more routes have been discovered, the route maintenance proc-
ess is performed to keep the routes alive. The process ends if the connection either cannot
be kept open any longer (e.g. due to node mobility) or is no longer needed. Hereby, the

communication overhead required for performing the routing is reduced significantly.

7.4.2.1 AD HOoC ON-DEMAND DISTANCE VECTOR ROUTING (AODV)
AODV (Perkins, Royer & Das 1999) is — like CGSR — based upon DSDV. Similar to DSDV,

AODV uses counters for determining how up-to-date a route is and to avoid loops in the rout-
ing process. Also, each node stores active routes in routing tables.

The routing in AODV is performed as described in the following. First, a route request
(RREQ) is broadcasted from the source node. This request is distributed in the whole net-
work until the destination node is reached or a node with an up-to-date route to it is found. A
RREQ is distinguishable from other RREQs because it contains the IP address of the source
node and a counter which is incremented by that node whenever it sends a new RREQ.

Each node that receives a RREQ creates a temporary entry in its routing table which points
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to the node that sent the RREQ to it. Duplicate RREQs that are received from other nodes

later on are discarded. Thus, only the shortest path is found.

When the destination node or a node with an up-to-date route is reached, that node sends a

route reply (RREP). This reply is sent to the node from which the RREQ was sent all the way

back to the source node - therefore, AODV can effectively only be used in networks with

symmetric links between nodes. On the way back to the source node, the temporary entries

in the routing table are replaced to now point to the next node on the path to the destination

node, thereby creating an active route from the source to the destination node. A timer is

started for every active route entry so that the entry can be deleted once the route is no

longer in use. Movement of nodes that belong to an active route can break that route. If the

source node moves, it has to send a new RREQ. If another node inside the route recognizes

that the route is broken, it sends a link failure notification to the source node. The source

node can then determine if it still needs the route (in which case it would issue a new RREQ).
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Figure 38 AODV routing

Nodes can recognize broken links by sending hello messages periodically to its neighbours.

If these messages are no longer received from other nodes, a change of the network topol-

ogy can be assumed. Other ways to determine broken links are to demand acknowledge-

ments for each data packet sent to another node (active acknowledgement) or to listen on

whether the next node forwarded the data (passive acknowledgement).
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Whenever an intermediate node detects a connectivity failure with the next hop of a given
route, it sends a route error (RERR) message to the next node in the reverse path. That
message is forwarded until the source node is reached which can then initiate a new route

discovery process.

7.4.2.2 DYNAMIC SOURCE ROUTING (DSR)
In networks which use DSR (Johnson & Maltz 1996), each node has its own route cache.

The cache contains all active routes to other nodes in the network. A node updates its route
cache whenever new information is available.

If a node needs a route to another node in the network it first consults its route cache. If no
route is found there, a route request (RREQ) is broadcasted, containing the address of the
source and destination node together with a unique ID. Each node which receives such a re-
guest also consults its route cache, first, and — if no active route was found — also broadcasts
the RREQ after adding its own address to the request header. Thus, each RREQ contains
the addresses of the nodes it has already passed in the order they have been visited. To
keep network traffic as low as possible, RREQs are only broadcasted if they have not been
received before and do not contain the address of the receiving node — thus avoiding loops.
Once a RREQ reaches the destination node or a node that has a route to the destination in
its cache, a route reply (RREP) is generated. If the node that received the RREQ is the des-
tination node, it takes the route from the header and adds it to the RREP which it sends back
to the source node. Otherwise, the node adds the route information found in its route cache
to that from the header of the RREQ and sends it back in a RREP to the source node.
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Figure 39 DSR routing (symmetric links between nodes)

Page 77 of 114

This document is the property of the FP6-OSIRIS Consortium and may not be copied or communicated without written consent.



NN OSIRIS-WP5200-DEL-0044
) PUBLIC
OS]

RIS Wireless Smart Imaging Sensor

If necessary, the RREP may be sent back to the source node via another route. This means

that DSR also supports asymmetric links between nodes.
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Figure 40 DSR routing (asymmetric links between nodes)

Route maintenance is achieved by broadcasting route error packets once a node determines
that a previously existing connection has broken (e.g. via passive acknowledgements). All

nodes receiving these packets delete routes which contain the now broken link.

Compared to AODV, DSR may cause significant routing overhead since RREQ and RREP
necessarily contain the addresses of all nodes of a possible route. An advantage over AODV
is the support of asymmetric network links and that periodic broadcasts can be avoided, sav-
ing bandwidth and power. In addition, DSR supports the storage of multiple routes to a desti-

nation, decreasing the need for route discovery processes in case of link failure.

7.4.2.3 ASSOCIATIVITY-BASED LONG-LIVED ROUTING (ABR)
Compared to the ad hoc routing protocols presented so far, ABR (Toh 1999) defines a new

metric for determining the path between two nodes in the network: the degree of association
stability. ABR determines new routes based upon the connection stability between nodes.
For determining stability, each node periodically sends out a beacon, indicating its existence
to neighbours. Each node receiving such a beacon increases its associativity ticker for the

sending node. High ticker values indicate strong stability to that node which may result of low
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mobility between two nodes, whereas low ticker values would indicate a weak connection
and that mobility may be high. If no beacon has been received from a previously connected
node for a certain time, the connection to that node is assumed to be broken and the ticker
set to zero. In this way, ABR allows the determination of long-lived routes inside the network.
Whenever a route is needed, a node sends out a broadcast containing the address of the
destination node together with all associativity ticks for its neighbours. Each node receiving
this message replaces the associativity ticks for the neighbours of the sending node with
those for its own neighbours but includes the route determined from the source node so far
and broadcasts the new message. Once the message reaches the destination node — possi-
bly on multiple paths, the best route can be determined based on the associativity ticks of the
nodes contained in these paths. Routes with comparable stability can be distinguished by the
number of intermediate nodes, i.e. the number of hops inside the route. The destination node
then sends a reply containing the chosen route to the source node via the nodes contained in
that route. Only the nodes on that route can be used for data transmission between source
and destination, thus duplicate data packets can be avoided.

Route maintenance is achieved as follows: whenever the source node moves, all nodes in
the previously valid route are informed that the route is no longer valid. After that, a new
route discovery process is initiated by the source node. If an intermediate node recognizes
that a route it belongs to is broken, it tries to establish a new route to the destination itself.
That route may only contain as many hops as the previous route. If that is not possible, the
next node on the remaining path from the source node tries to establish a new route under
the same condition. The process ends if it reaches more than halfway of the original route
without having found a new route to the destination. In that case, a new route discovery
process has to be performed by the source node.

If a route is no longer needed, a route delete message is broadcasted from the source node,

eliminating all entries for that route from the routing tables of the participating nodes.

7.4.3 VIDEO TRANSMISSION IN AD HOC WIRELESS NETWORKS

The protocols described so far provide an insight of the different aspects one has to be
aware of when choosing an ad hoc routing protocol for a specific purpose. According to
Campos & Elias (2005), the following performance metrics are of special interest for video
applications in ad hoc networks: end-to-end delay, packet delivery rate and routing load.
Campos & Elias investigated the performance of different routing protocols (DSDV, AODV
and DSR, among others) under varying network sizes and node mobility. They found out that

AODV presented an adequate behaviour for video applications throughout their test scenar-
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ios. However, it must be stressed that this result may not be applicable to scenarios with
other settings, e.g. in scenarios where nodes do not move after being positioned in the field
or in scenarios with large networks. Also, extensions to the protocols presented here have
been developed, one of which is a multipath extension of DSR applying several rules to ad-
dress the special requirements of video communication applications (Wei & Zakhor 2004b).
When searching for an adequate network protocol, features and techniques like multipath
routing and multicast have to be taken into account. Chen, Chan & Li (2004) investigated the
possibilities of multipath routing for video applications in internetworks (which, according to
the authors, can also be applied for mobile ad hoc networks). They proposed heuristics
which enable video transmission to multiple destinations simultaneously (multicast) via multi-
ple disjoint network paths (contained in trees), thereby guaranteeing a certain end-to-end
aggregate bandwidth and taking into account low aggregate transmission startup delay con-
straints. Using multiple tree multicast for video communication has also been studied by Wei
& Zakhor (2004a), which proposed the Serial Multiple Disjoint Trees Multicast Routing proto-
col (Serial MDTMR) for building disjoint multicast trees in a distributed fashion. Serial
MDTMR has been found to incorporate a high control overhead in the network. Therefore,
several enhanced protocols have been proposed, which are capable of constructing multiple
trees used for multicasting in parallel with low routing overhead (D. Agrawal, Reddy & Murthy
2006, Wei & Zakhor 2007). Agrawal also proposed a routing protocol which specifically takes
into account the energy costs associated with routing of video streams in ad hoc wireless
networks (Devesh Agrawal 2006).

Using multipath routing to stream the exact same video information in each path would be
inefficient and would unnecessarily consume valuable network bandwidth. Therefore, Multi-
ple Description Coding (MDC) is used to generate multiple, independently decodable bit-
streams at the video source. These streams can be transmitted over different paths inside
the network so that there is a high probability for the video decoder to receive at least one of
the streams correctly at any point in time. Because of the inherent path diversity, a virtual
channel is generated, which assists the video decoder recover a corrupted stream. It has
been shown that MDC and path diversity provide improved reliability in systems with multiple
paths of equal as well as unequal bandwidths (J. G. Apostolopoulos 2001, John G. Apos-
tolopoulos & Wee 2001). Although that work has not been performed in an ad hoc wireless
network but rather in a network like the Internet, the techniques themselves are promising
and it has been shown that they provide higher bandwidth and robustness to end-to-end
connections also in ad hoc networks (Gogate et al. 2002).

Several technigues have been developed which are based upon MDC and path diversity.

Chakareski et al. (2003) investigated, among other techniques, the effect of employing pas-
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sive and active feedback to improve the decisions on which network paths to choose for
transmission as well as to adapt the encoding mechanism of the video stream, mitigating er-
ror propagation effects. Cheng (2005) examined genetic algorithms to address the multicast
routing problem for streaming MDC video in ad hoc networks with diversity in link bandwidth.

Distributing video data from one source to multiple users has been investigated quite well.
But in cases where multiple video sources exist, network paths used for routing the data may
overlap or interfere with each other. Therefore, mechanisms are needed that specifically take
into account that the bandwidth available at one network node is limited and that the paths
determined by the routing protocols do not exceed the available bandwidth, even if multiple
routes run over the same node. Qu et al. (2005) investigated cross-layer techniques that take
this issue into account and therefore maximize the perceived quality of video transmitted via

an ad hoc wireless network.
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8. CUSTOMISATION

This chapter deals with the design and implementation of a wireless smart imaging sensor.
This wireless camera system will be used in the OSIRIS demonstration described in WP7320
Forest Fire. The wireless camera system will be deployed in order to remotely monitor stra-

tegic zones, through the OSIRIS network.

The first section (8.1 Definition) constitutes the report R5231 and details the specifications,
the design and the justifications of choices that were made for this system. The second sec-
tion (8.2 Realisation) constitutes the report R5232 and details the realisation of the system

components and their assembly.
The Verification Test Document (R5233) and the final description of the wireless camera sys-
tem (R5234) are carried out in the appendices B and C. The Interface Control Document

(R5241) constitutes the appendix D.

8.1 DEFINITION

This section details the design of the wireless smart imaging sensor system. It is composed
of the following sections:
8.1.1 Requirements; describing what are the needs of the fire-fighters for this system,
8.1.2 System Global Design; describing the composition of the system and main
functions,
8.1.3 Customisation Justification; describing the choice that were made regarding the

materials and technologies used within this system.

8.1.1 REQUIREMENTS
During several meetings, the user requirements and needs were collected and refined. The
sections below describe the criteria for the Wireless Smart Imaging Sensor for the OSIRIS

forest fire demonstration.

8.1.1.1CONTEXT
The French fire-fighters intend to use the wireless cameras for the surveillance of remote ar-

eas such as:
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Crossroads,
Firemen trucks transit area,
Evacuated zones (e.g. villages),
Areas of high risk.
The observations made by the cameras will help to manage the crisis by offering quick ac-

cess to the current situation at a given point.

The system will be deployed at the beginning of a crisis and removed afterward.

8.1.1.2PRICE AND DISPONIBILITY
The Wireless Smart Imaging Sensor will be built from Customer On The Shelf (COTS) parts,

in order to limit the risk of the realisation. The objective is to realise a prototype that will inter-
connect with the OSIRIS network in the context of the forest fire demonstration. The price of
the whole system should be reasonable for this kind of equipment considering that in the

worse case this device may be lost or destroyed.

8.1.1.3IMAGING CAPABILITIES
The system shall be able to provide live video on request,

The system shall capture video in the visible band of the electromagnetic spectrum,
The system shall be equipped with a zoom,

The orientation of the imaging sensor shall be remotely modified on user request.

8.1.1.4COMMUNICATIONS
The system shall transmit data from camera to operational centre in a forested envi-

ronment without wire,
The camera shall be deployed in an area one to two kilometres removed from the

operational centre where the images will be displayed.

8.1.1.5ENERGY CONSTRAINTS
The system shall be in operating conditions during 8 hours.

8.1.1.6DEPLOYMENT CONSTRAINTS
The system shall be easy to deploy in crisis situation (few actions to perform to put it

in an operational state),

The system shall resist the outside environmental conditions.
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8.1.1.7DATA INTEGRATION
Data produced should be georeferenced,

The system shall produce data that can be integrated in the OSIRIS system de-
ployed during the forest fire demonstration. This data must be displayed on the user

interface at the Command and Control cell.

8.1.2 SyYSTEM GLOBAL DESIGN

According the state of the art (chapters 4 to 7) and the user requirements (section 8.1.1), the
following system has been designed. This system is nomadic which means that it is deployed

for a limited period. The exact positions of the cameras are not known before deployment.

OSIRIS
Network

Interface Wireless Camera
Server Relay Platform

Figure 41 System overview

The Wireless Camera system is composed of the following devices:
Camera platforms,
Wireless relays,

Interface server.

The two main components of the system are the Camera platforms and the Interface server.
The distance between the camera platform and the interface server can be extended by the
use of wireless relays.

The wireless camera system consists in a network of deployed nodes. Basically the system

deployed is composed of one Interface Server, possibly some Wireless Relays (depending of
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the distance between Camera platform and Interface server) and at least one Camera plat-

form.

C.P.

W.R.

C.P.

OSIRIS
Network I.S.
W'R'\
C.P.
I.S. | Interface Server W.R.| Wireless Relay C.P.| Camera Platform

Figure 42 Example of system deployment

Each device (IS, WR, CP) is composed of several modules that have to be assembled, inte-

grated or developed. The figure below shows the modules of each device:

5 < s < = < %g Camera
=1 = o |2 3@
OSIRIS SWE Mcameras é" g ;D 3 ’;R g g _____________ g 8
Ne'[WOI’k Services anagement a D gh g g g‘ g D »n GPS
Software 89 a1 <1389
Battery
Interface Server Wireless Relay Camera Platform

Figure 43 System Modules

8.1.2.1CAMERA PLATFORMS

The camera platforms are the devices that produce the observation relevant to the user.

Camera platforms are equipped with:
a video camera, providing live video streams and orientation capabilities (PTZ),
a GPS receiver, providing the position of the camera platform,
a wireless communications interface, allowing long range communications with the
wireless relays and the interface server,
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a battery supplying the energy to the previous components.

These devices are mounted in a ruggedised case. The case is attached to a stand suitable

for easy deployment (e.g. tripod).

8.1.2.2WIRELESS RELAY

In case the distance between the camera platform and the Interface server is too long to per-
form direct communications, some relays can be used in order to transmit the data between
the two devices.

A mix of several wireless technologies can also be considered in order to improve perform-
ances.

The camera platforms and the wireless relays are equipped with a battery and mounted on a

ruggedised stand that is suitable for easy deployment (e.g. tripod).

8.1.2.3INTERFACE SERVER

The interface server is made of a computer and some communications equipment (same
technology as Camera platforms or Wireless Relays). It is the link between the wireless
camera system and the OSIRIS network. This computer hosts several components for the
camera system internal use and interfacing to the OSIRIS components.

The interface server implements a “camera management software” in charge of translating
information coming from the cameras platforms to make it usable for operational purposes

(such as position, orientation etc.).

The Wireless Camera system will be interfaced with the OSIRIS sensor web through SWE
services:
a Sensor Observation Service (SOS) ; used for accessing the camera observations,

a Sensor Planning Service (SPS) ; used for orientating the camera.

8.1.3 CUSTOMISATION JUSTIFICATION

This section explains the choices that have been made for each component of the Wireless

cameras system.
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8.1.3.1CAMERA

In order to fulfil the requirements of the fire-fighters, a camera has been chosen. This camera

offers swivelling capabilities.

Axis 213 PTZ

Image: Sensor Image Sensor 1 4” Interlaced CCD

Lens: 3.5-91 mm, F1.6 — F4.0, motorized zoom lens, auto focus
Angle of view: 1.7°- 47°horizontal

Zoom: 26x optical, 12x digital

Pan Range: + 170°

Tilt Range: -10 to 90°

Max speed Pan: 1 - 909sec
Max speed Tilt: 1 - 709sec

Video compression

- Motion JPEG

- MPEG-4 Part 2
Resolutions 4CIF, 2CIFEXxp, 2CIF, CIF, QCIF

- min 160x120 (NTSC) 176x144 (PAL)

- max 704x480 (NTSC) 704x576 (PAL)
Frame rate (NTSC/PAL)

- Motion JPEG: Up to 30/25 fps at 4 CIF

- MPEG-4: Up to 21/17 fps at 4CIF/2CIFEXxp
Dimensions and weight excl. power supply:

- 130 x104 x 130 mm

- 700g
Open API for software integration including AXIS VAPIX API

Figure 44 Axis 213 PTZ technical details

(extracted from Axis Communications 2007)

As mentioned in chapter 4 the AXIS 213 PTZ is a network camera. This camera fulfils the
user requirements since it is a PTZ camera which can be remotely orientated. The embed-
ded zoom is also powerful enough in order to provide good surveillance capabilities. The
camera embeds

a video server delivering video streams of various types: Motion-JPEG or MPEG4

and over various protocols such as: RTP, RTSP, UDP,
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some image processing algorithms such as motion detection.

This camera is also very interesting by the fact that it embeds an API that allow controlling

the camera with standardised orders over an IP network.

This camera is connected to the wireless interface of the platform through an Ethernet Inter-
face (RJ-45 10/100 BaseT).

A Connection Module can be added to this camera; this connector offers other interfaces for
further integration in a system:

2 inputs and 3 outputs connectors,

One composite video output,

Audio in and out,

RS232 DB9 connector.

Bandwidth Requirements
The bandwidth used by the camera depends on the certain video parameters that can be set
up. The table shows examples of bandwidth required by the camera according some arbi-

trary values for the parameters.

Framerate (fps) Resolution Compression Image com- | Bandwidth
(pixel) Type pression ratio (kb/s)
30 470
Motion JPEG
70 319
352 x 288
30 162
MPEG 4
70 63
5
_ 30 1221
Motion JPEG
70 839
704 x 576
30 414
MPEG 4
70 170
15 30 1403
Motion JPEG
70 952
352 x 288
30 402
MPEG 4
70 159
704 x 576 Motion JPEG 30 1403
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Framerate (fps) Resolution Compression Image com- | Bandwidth
(pixel) Type pression ratio (kb/s)

70 952
30 402

MPEG 4
70 159
30 2339

Motion JPEG
70 1584
352 x 288

30 596

MPEG 4
70 245

25
_ 30 6095
Motion JPEG
70 4170
704 x 576

30 1490

MPEG 4
70 665

Power Requirements
The camera has to be powered with a 12V direct current and consumes approximately 500

mA. The power consumption is approximately of 6W.

8.1.3.2WIRELESS COMMUNICATIONS

The transmission range is an important criterion since it is representative for the use of the
system in operational conditions. For this sensor system, the French fire-fighters highlighted
the following issue: a distance of two kilometres is a minimum in order to demonstrate the
operational interest. The section 5.8 Eligible Wireless Technologies introduces current wire-
less technologies for networks. In order to fulfil the requirement, the choice was made to use
one or several innovative wireless technologies.

From the table of section 5.8.10, two technologies seem to fit the user needs (transmission of
live video over 2 km): The S-WiFi and S-WiMAX (SmartBone version).

Though the S-WIMAX has better performances, the set up of S-WiMAX Base Station is more

expensive. Moreover S-WiMAX is less advanced in terms of industrialisation.

Currently S-WiFi is more appropriate for integration in medium-size and nomadic platforms
like the Camera platforms and relay platforms of the wireless cameras system. This innova-
tive technology offers network capabilities regarding to the main operational requirements:

easy deployment and configuration, autonomy and low cost.
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The sections below detail the S-WiFi technology.

8.1.3.2.1 Technical characteristics

The S-WiFi device (Figure 45) is characterized by a 802.11b/g core connected to a fre-
guency converter/power amplifier allowing operations in frequency slots different of the typi-
cal and crowded 2.45 GHz band. A dozen of frequency bands (100 MHz each) can be ac-
cessed between 2 and 6 GHz. The instantiation of the frequency band is chosen at the pro-
duction level.

The output power of 27dBm associated with high gain omni directional antennas (collinear
antennas, 7 dBi) allows a range of several kilometers.

|
|
IL

7 |

Ty

-

—

& -3

Figure 45 S-WiFi equipment

The key features of S-WiFi wireless device are as followed:
Operation capability in customized band from 2 to 6 GHz frequency,
Higher transmission power (27 dBm) for greater range of coverage,
Typical (7 dBi) omni directional antennas for medium range (2km) or high gain direc-
tional antennas for long range of coverage (10km or more),
IEEE 802.11b/g core,
Ruggedised packaging and connectors, weatherproof for outdoor application,
Wide input DC voltage (12VDC to 48VDC) or AC voltage (90 to 264V),
PoE function,
Ready for direct vehicle/portable usage,
Compatible to existing WiFi application,

WiFi security features,
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Access Point, Repeater, Client mode,

Ad-hoc mode.

The centres of the available frequency bands are as follows:

205-225-35-42-445-47-49-545-555-5.65-5.95GHz

An export licence has to be obtained, from the French administration, for the bands indicated

in red.
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Example of performances in range

b M

b1

camailes en-Vexin
|

Figure 46 Field-tests configuration

The table below shows some examples of performances obtained in clear line of site.

Configuration IP useful _ data rate
One 2 dBi omni antenna on each node 4 Mb/s at ~4.4 km LOS (link referenced 11)
Two 2 dBi omni antennas on each node 8 Mb/s at ~4.4 km LOS (link referenced 11)

Only one 13 dBi directional antenna on one node, | 8 Mb/s at ~6.2 km LOS (link referenced 10)
two 6.5 dBi omni antennas on the other node

Only one 13 dBi directional antenna on each | 10 Mb/s at ~6.2 km LOS (link referenced 10)
node

The quality of the links is improved by using an antenna diversity function at the reception
level. Two antenna ports are then considered, the first one is used for TX/Rx operations and

the second one is dedicated to the reception.
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8.1.3.2.2 Operation modes
The S-WiFi device can be configured in Infrastructure mode with Access Point (AP) or in ad-
hoc mode, without AP. A bridge mode can be also used (particular configuration of the infra-

structure mode) for buildings bridging (for instance).

In the Infrastructure mode, the S-WiFi can be connected, through Ethernet, to a simple
equipment (PC, camera...) or to a LAN (through a switch or a router). All the communications
are relayed by the AP (or a repeater). The different configurations are:
Access Point: this is the central point in the Infrastructure mode. An AP defines an
« access cell » to which the clients can be linked. Many APs can be interconnected
through a wired Ethernet bus in order to increase the overall radio coverage,
Client: a client is linked to one AP and can access to other clients through this AP.

The connection parameters as well as security parameters are defined by the AP,

\ ij‘ B .
S-WiFi nomadic S-WiFi nomadic
) y Client-1 Clleny )
AP-2 coverage
S AP-1 o g

Figure 47 Infrastructure mode — AP and Client

Repeater: a repeater is always associated to an AP. This mode is particularly useful
for coverage extension. The repeater, operating at the MAC level, duplicates the sig-
nal of the AP to which it is associated, allowing to increase the range. The clients are
connected to the repeater in a way comparable to the connection to the AP. A Wire-
less Repeater does not function like an AP. It broadcasts SSID value of the AP and
acts as a relay for AP & Clients. It is considered as a client too. Clients attaching to a
Wireless Repeater will connect to the AP if the radio signal with the Wireless Re-

peater is weaker than that of AP.
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S-WiFi
Repeater

= wiE i normadic S—W|Fj nomadic
Client-1 Clignt-2

AP-T coverage

Figure 48 Infrastructure Mode — Repeater

Bridge: this mode allows the connection to an AP (with or without repeaters) of cli-
ents, preliminarily registered and associated with their MAC address. No other Client
(not registered in the configuration) is able to be associated in this network. This

mode is typically used for network interconnection between buildings.

S-WiFi

@ Client2

L

Location 2

‘;ﬁ.} Location 1

Figure 49 Infrastructure mode — Bridge

In Ad-hoc mode, the S-WiFi can be connected, through Ethernet, to a simple equipment (PC,
camera...) or to a LAN (through a switch or a router). The communications can be settled di-
rectly from client to client, without requiring an AP. The S-WiFi is configured in Client mode.
When they are not in direct radio range, the clients can use a dynamic routing algorithm such

as OSLR or AODV to settle communications between a source and a destination.
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SWiFi
Client3

S-WiFi g

Client-4 ~

S-WiFi
Clientl

Figure 50 Ad-hoc mode
In Access Point / Repeater mode, the S-WiFi can support up to 200 associated clients.

Among these associated clients, 30 can access simultaneously to the AP.

26 nodes 24 nodes S-\;IFi
SWiFI
SMNFi
\ 3 nodes b
4 nodes /
Total=26 +4 =30 nodes Total =24 +3 + 3= 30 nodes
AP =Access Point 3 nodes

R = Repeater

Figure 51 Simultaneous supported users

As the clients, depending on the strongest RSSI signal either from the Repeater or from the
AP, are attached respectively to the Wireless Repeater or to the AP that means the system

can tolerate the destruction or breakdown of the Repeater.
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8.1.3.2.3 Security functions

In addition to the frequency change at the RF level, many security functions, such as those
defined in the 802.11i standard, allow to secure the access to the S-WiFi network, as well as
the data that are exchanged through the network. These security functions operate at the
level 2 (MAC level) and can be complemented with external highly (dedicated) IP crypto

modules.

Secured and encrypted link

-~ Client ————— — Host

I
L\ p crypto module S-WiFi

S-WiFi IP crypto module

| Radio level |
| Frequency shift |

MAC level
WEP / WPA | WPA-2

Figure 52 Security functions

The S-WiFi supports the following security functions:
Static WEP crypto with 64, 128 and 152 bits, based on the symmetric algorithm RC4.
The key generation and distribution are totally manual. The WEP key is used for au-
thentication of a client S-WiFi as well as the data ciphering,
Authentication 802.1x (EAP-TLS) via Radius server,
WPA-TKIP: associated with a Radius server, this function uses the 802.1x protocol
for authentication, generation and automatic distribution of the ciphering keys. How-
ever, ciphering is based on the RC4 algorithm as for the WEP. The 802.1x and RC4
functions, as defined in WPA, are joined in the TKIP protocol,
WPA-AES: as for WPA-TKIP, but based on an AES ciphering algorithm,
WPA-PSK: this function uses the TKIP protocol as in WPA, without requiring a Radius
server. Keys generation is based on a secret shared between the different stations of
the network. These keys are automatically distributed at every client connection to the
network. The ciphering algorithm is RC4 as in WPA,
WPA-2: associated with a Radius server, this function uses the 802.1x protocol for

authentication, generation and automatic distribution of the ciphering keys. The ci-
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phering is based on the AES algorithm The 802.1x et AES functions are joined in the
CCMP protocol,

WPA2-PSK: this function is based on the CCMP protocol as in WPA2, without requir-
ing a Radius server. Keys generation is based on a secret shared between the differ-
ent stations of the network. These keys are automatically distributed at every client
connection to the network. The ciphering algorithm is AES as in WPA-2,

MAC addresses filtering, enabling to stipulate the MAC addresses authorized to be
connected or not,

Deactivation of the broadcast of the SSID,

Clients « Isolation », enabling each client associated with an AP to be « invisible » to

the other clients connected to the same AP.

8.1.3.2.4

The S-WiFi includes a web server allowing to configure the device through an Internet

Management and administration

browser (Internet Explorer, Netscape...).

R Wb Inbeslece - Wirchess AP Bridge - Mo Enternet Exploner =]
Pz [k Ve Favorber  Took  Malp s
3 L i
[ L - B e o i @m-ﬂi
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T e e I e
A1 “F + ﬂ!_‘l““hll’#llhﬂ-m-...l - K
T H ﬂ LE 5 SEatmy - System Skates .H[Hﬂl:l'l' AP
Basic
Eirlnpeu =t ol P Mode;  Stabic 1P Mnde
IF Lomtailatian IF Adidress: 192088130
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Figure 53 Host page of the administration web server
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Basically, the S-WiFi can be used as a backhauling element, to connect different sub-
networks. One side can be composed of a set of cameras connected through wires or wire-
lessly to a collecting point. The other side can represent a distant point in which the surveil-
lance has to be achieved (Headquarters,...) or it can be also the gateway allowing the con-

nection to an upper network level.

8.1.3.2.5 Packaging

In case of temporary events, S-WiFi is also very easy and fast to be deployed. For that pur-
pose, a specific packaging is available. This is a portable station composed of one S-WiFi,
an IP switch, a battery and a waterproof suitcase including all these elements (Figure 54).
With the battery, the station can remains several days in operation without requiring any
connection to the electrical AC source. The station can be disposed on a tripod and the op-

erations can start a few seconds after having switched on the power (Figure 56).

Figure 54 Fast and Easy DeployableStation (FEDS)
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Figure 55 Fast and Easy deployable S-WiFi station
A dedicated plate, to be fixed on the top of the tripod, has been designed in order to accept

the main types of cameras as well as antennas, either omnidirectional or directional ones.

This is illustrated on the following figures:

Figure 56 Tripod dedicated to cameras and WiFi hardware
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8.1.3.3CAMERA MANAGEMENT SOFTWARE

The camera management software is hosted on the server and handles some parameters of
the camera. The camera management software makes wide use of the camera API to inter-
act with it.
The camera management software implements several functions to improve the capabilities
of the components of the system. The functions are listed below:

retrieving platform position,

computing the localisation of camera field of view,

managing the instances of cameras.

8.1.3.3.1 Retrieving of platform position
A GPS could be added to the system in order to retrieve the position of the platform and to
provide it to OSIRIS through the network. This functionality may be studied during the inte-

gration phase. Thus, this paragraph will be completed in Rev B

8.1.3.3.2 Computation of localisation of field of v iew

The system is able to return the position and direction of the field of view.

The system retrieves:
The position of the point of observation described by three parameters: the latitude, the
longitude and the altitude,
The direction of observation given by two angles: the azimuth and the elevation angles,

The angles of observation given by two angles: the horizontal and vertical angles of view.

Position of point of observation: EPSG 4979 (latitude, longitude, altitude)
(degrees, degrees, meters)
[-90,90]; [-180,180]; [x,X]

The position is expressed in the real world reference system.

Direction of observation: (azimuth, elevation, roll)

(degrees, degrees, degrees)
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- azimuth angle Azimuth axis

o relative to true north direction

+ Azimuth
0 positive angle = clockwise

angle
o value [0, 360]

- elevation angle

Roll axis

o relative to horizontal plan
0 positive angle = to the sky
o value [-90,+90]

- roll angle Elevation axis

+ Elevation

Figure 57 Description of camera axis and angles

Angles of observation:  (horizontal angle, vertical angle)
(degrees, degrees)
[0,360]; [0,360]

Angles centered on camera direction of view

Direction of observation

Horizontal Angle of vieyw \
I

v

Observed image /

Figure 58 Description of camera angles of view

The computation of the angles of view is based on an external file providing relationships be-
tween the camera zoom factor parameter and the actual horizontal angle of view of the cam-
era. The vertical angle of view is obtained with a ratio (describing the proportion of the image

produced by the camera) and the horizontal angle of view.
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The file is a comma separated values (csv) file. The format of this file is:
zoom factor; angle of view

For example a file may starts and ends like this:
1;56.27895629

9999;2.699916125

The camera zoom factor is a parameter of the Axis API for PTZ cameras. It is comprised be-
tween 1 and 9999. The 1 value corresponds to the most open angle while the 9999 value

corresponds to the maximal zoom angle.

When computing the camera field of view, the software retrieves, the camera’s zoom factor
with a specific request. This zoom factor parameter is used for computing the angles of ob-
servation of the camera on the basis of the values provided by the file. The returned angles

are interpolations made with the reference values contained in the csv file.

8.2 REALISATION

8.2.1 ASSEMBLING COMPONENTS
The components are described above (camera and wireless communication devices). The

integration report is foreseen at T0O+23 and this paragraph will be completed in rev B

8.2.2 DEVELOPPING CAMERA MANAGEMENT SOFTWARE
This paragraph will be completed in Rev B as a result of the WP 5240

8.2.3 IMPLEMENTING SWE SERVICES

8.2.3.1SENSOR OBSERVATION SERVICE

The Sensor Observation Service (SOS) is implemented on the interface server. It provides

access to camera images in the standard way specified by the OGC.
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8.2.3.2SENSOR PLANNING SERVICE

The Sensor Planning Service (SPS) is implemented on the interface server. It provides a
standard way to remotely control the camera. The operations available mainly address the

orientation of the camera.

8.2.4 TESTS
The tests reports will be provided after the integration which are foreseen to be completed at
TO+23.
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9. SUMMARY AND CONCLUSIONS

9.1 KEY ISSUES ADDRESSED

First, the document provides the state of the art in wireless imaging sensors and the techni-
cal components involved in such systems. Then, the integration into networks of these de-
vices is studied. Afterwards, we introduce the design and customisation of a wireless imaging
system, particularly the data transmission by using an innovative wireless communication

technologies compliant with bandwidth consuming devices.

9.2 LESSONS IDENTIFIED

Lessons identified from state of the art and customisation of wireless imaging systems is the
relevance on sensor interfaces for integration into other systems. At the level of the wireless
camera system, the choice of the video sensor was highly driven by the end user require-
ments and technical constraint as for example easiness to interface this video sensor with
the Sensor Web Enablement. The chosen camera allows good integration thanks to IP net-
works capabilities and interfaced functions that permit integration with Sensor Web Enable-
ment and especially for the Sensor Planning Service. This emphasises the use of the SWE

for interfacing sensor systems with the OSIRIS system.

Moreover, in order to be a representative demonstrator regarding the end-user, the transmis-
sion range has to be relevant to an operational use. A wide attention has been put to chose
relevant technology of wireless communications regarding to fire-fighters needs. This leads

to the choice of an innovative wireless technology which fulfils also technical requirements.
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10.2 APPENDIX B - VERIFICATION TEST (R5233)
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10.3 APPENDIX C - SMART IMAGING SENSOR (R5234)
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10.4 APPENDIX D - INTERFACE CONTROL DOCUMENT (R5241)
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